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Data Layer



MISP Attributes



MISP Objects
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Context Layer



Tags

Tags

Free Tags

Galaxies

Taxonomies

● Free Tags: Label where the text can be set without restriction

● Taxonomies: Normalized classification to express the same vocabulary

● Galaxies: Normalized classification boosted by meta-data



Free Tags

● Label where the text can be set without restriction

● Simplest form of contextualization

● Can make automation and understanding difficult



Taxonomies
● Simple label standardised on common set of vocabularies
● Efficient classification globally understood
● Ease consumption and automation



MISP Galaxies & Clusters
● Galaxies  = Collection, Cluster  = Item in the Collection

     Country                                                Luxembourg    

● Normalized classification boosted by meta-data
● Enable description of complex high-level information
● Supports relationships to other Clusters

Example:



Galaxies VS Taxonomies
Taxonomies Galaxies

Normalized Classification

Self-explanatory Describe high-level information

Used for Categorization Provide Contextual Information

Examples
● TLP / PAP
● adversary
● phishing
● false-positive

● Country
● Threat Actors
● MITRE ATT&CK
● Malpedia / MoTIF / Tidal



Tag Usage

● Tags can be attached on many 
elements:
○ Events, Attributes, …

● Tags can have a Relationship Verb

● Tags can be Global or Local



Correlation in MISP



Correlation in MISP
● Correlations

○ Links created automatically whenever an Attribute is created or modified. They allow 
interconnection between Events based on their attributes

● Correlation Engine
○ Is the system used by MISP to create correlations between Attribute ’s value



Correlation in MISP

SSDEEP Hash03
● Algorithm computing fuzzy-hashes
● 3:q8wK6FuFWcEqlv:3wK6FN1I,"stdin"
● ssdeep-1.1/cycles.c matches md5deep-1.12/cycles.c (94)
● Setting: MISP.ssdeep_correlation_threshold

CDIR Block02 ● If an IP is contained in the CIDR block
● 1.1.1.0/24 <-> 1.1.1.128

String Value01 ● Exact match on the value
● DEADBEEF <-> DEADBEEF



Correlation in MISP
● Correctly clustering data is important

○ Use extended events if applicable
○ Split data per incident or based on time

● Be careful when configuring non-MISP feed

Attribute

Attribute



Distribution levels



Distribution levels
MISP has multiple distribution settings:

● Organisation only
● This community

○ The server on which you’re on
● Connected communities

○ This community + any connected servers; but not further
● All communities

○ No restriction on propagation as long as there is a connection
● Distribution lists / Sharing groups
● Inherit event

○ Will default to the distribution of the event





Distribution lists / Sharing groups



Propagation of Distribution

Events

Objects

Attributes

The final distribution level is the most restrictive one

All 
Communities

Org. only

Connected 
Comm.

Org. only


