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MISP

Threat Sharing

MISP galaxy is a simple method to express a large object called cluster that can be attached to MISP
events or attributes. A cluster can be composed of one or more elements. Elements are expressed as
key-values. There are default vocabularies available in MISP galaxy but those can be overwritten,
replaced or updated as you wish. Existing clusters and vocabularies can be used as-is or as a
template. MISP distribution can be applied to each cluster to permit a limited or broader
distribution scheme.

Exploit-Kit

Exploit-Kit is an enumeration of some exploitation kits used by adversaries. The list includes
document, browser and router exploit kits.tOs not meant to be totally exhaustive but aim at
covering the most seen in the past 5 years.

Exploit-Kit is a cluster galaxy available in JSON format at this location  The JSON
format can be freely reused in your application or automatically enabled in MISP.
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Astrum

Astrum Exploit Kit is a private Exploit Kit used in massive scale malvertising campaigns. ItOs notable
by its use of Steganography

Astrum is also known as:
¥ Stegano EK

Table 1. Table References
Links
http://malware.dontneedcoffee.com/2014/09/astrum-ek.html

http://www.welivesecurity.com/2016/12/06/readers-popular-websites-targeted-stealthy-stegano-
exploit-kit-hiding-pixels-malicious-ads/


https://github.com/MISP/misp-galaxy
https://github.com/MISP/misp-galaxy/blob/master/clusters/exploit-kit.json
https://www.github.com/MISP/MISP
http://malware.dontneedcoffee.com/2014/09/astrum-ek.html
http://www.welivesecurity.com/2016/12/06/readers-popular-websites-targeted-stealthy-stegano-exploit-kit-hiding-pixels-malicious-ads/
http://www.welivesecurity.com/2016/12/06/readers-popular-websites-targeted-stealthy-stegano-exploit-kit-hiding-pixels-malicious-ads/

Terror EK

Terror EK is built on Hunter, Sundown and RIG EK code
Terror EK is also known as:

¥ Blaze EK
¥ Neptune EK

Table 2. Table References

Links
https://www.trustwave.com/Resources/SpiderLabs-Blog/Terror-Exploit-KitNMore-like-Error-
Exploit-Kit/

DealersChoice

DealersChoice is a Flash Player Exploit platform triggered by RTF
DealersChoice is also known as:
¥ Sednit RTF EK

Table 3. Table References

Links
http://researchcenter.paloaltonetworks.com/2016/10/unit42-dealerschoice-sofacys-flash-player-
exploit-platform/
http://blog.trendmicro.com/trendlabs-security-intelligence/pawn-storm-ramps-up-spear-phishing-
before-zero-days-get-patched/

DNSChanger

DNSChanger Exploit Kit is an exploit kit targeting Routers via the browser
DNSChanger is also known as:

¥ RouterEK

Table 4. Table References
Links
http://malware.dontneedcoffee.com/2015/05/an-exploit-kit-dedicated-to-csrf.html

https://lwww.proofpoint.com/us/threat-insight/post/home-routers-under-attack-malvertising-
windows-android-devices


https://www.trustwave.com/Resources/SpiderLabs-Blog/Terror-Exploit-Kit—​More-like-Error-Exploit-Kit/
https://www.trustwave.com/Resources/SpiderLabs-Blog/Terror-Exploit-Kit—​More-like-Error-Exploit-Kit/
http://researchcenter.paloaltonetworks.com/2016/10/unit42-dealerschoice-sofacys-flash-player-exploit-platform/
http://researchcenter.paloaltonetworks.com/2016/10/unit42-dealerschoice-sofacys-flash-player-exploit-platform/
http://blog.trendmicro.com/trendlabs-security-intelligence/pawn-storm-ramps-up-spear-phishing-before-zero-days-get-patched/
http://blog.trendmicro.com/trendlabs-security-intelligence/pawn-storm-ramps-up-spear-phishing-before-zero-days-get-patched/
http://malware.dontneedcoffee.com/2015/05/an-exploit-kit-dedicated-to-csrf.html
https://www.proofpoint.com/us/threat-insight/post/home-routers-under-attack-malvertising-windows-android-devices
https://www.proofpoint.com/us/threat-insight/post/home-routers-under-attack-malvertising-windows-android-devices

Hunter

Hunter EK is an evolution of 3Ros EK
Hunter is also known as:

¥ 3ROS Exploit Kit

Table 5. Table References

Links
https://www.proofpoint.com/us/threat-insight/post/Hunter-Exploit-Kit-Targets-Brazilian-Banking-

Customers

Kaixin
Kaixin is an exploit kit mainly seen behind compromised website in Asia
Kaixin is also known as:

¥ CKvip

Table 6. Table References

Links
http://www.kahusecurity.com/2013/deobfuscating-the-ck-exploit-kit/

http://www.kahusecurity.com/2012/new-chinese-exploit-pack/

Magnitude
Magnitude EK
Magnitude is also known as:

¥ Popads EK

¥ TopExp

Table 7. Table References

Links
http://malware.dontneedcoffee.com/2013/10/Magnitude.html
https://lwww.trustwave.com/Resources/SpiderLabs-Blog/A-Peek-Into-the-Lion-s-Den-%E2%80%93-
The-MagnitudeNaka-PopAdsNEXxploit-Kit/
http://malware.dontneedcoffee.com/2014/02/and-real-name-of-magnitude-is.html
https://community.rsa.com/community/products/netwitness/blog/2017/02/09/magnitude-exploit-kit-
under-the-hood


https://www.proofpoint.com/us/threat-insight/post/Hunter-Exploit-Kit-Targets-Brazilian-Banking-Customers
https://www.proofpoint.com/us/threat-insight/post/Hunter-Exploit-Kit-Targets-Brazilian-Banking-Customers
http://www.kahusecurity.com/2013/deobfuscating-the-ck-exploit-kit/
http://www.kahusecurity.com/2012/new-chinese-exploit-pack/
http://malware.dontneedcoffee.com/2013/10/Magnitude.html
https://www.trustwave.com/Resources/SpiderLabs-Blog/A-Peek-Into-the-Lion-s-Den-%E2%80%93-The-Magnitude—​aka-PopAds—​Exploit-Kit/
https://www.trustwave.com/Resources/SpiderLabs-Blog/A-Peek-Into-the-Lion-s-Den-%E2%80%93-The-Magnitude—​aka-PopAds—​Exploit-Kit/
http://malware.dontneedcoffee.com/2014/02/and-real-name-of-magnitude-is.html
https://community.rsa.com/community/products/netwitness/blog/2017/02/09/magnitude-exploit-kit-under-the-hood
https://community.rsa.com/community/products/netwitness/blog/2017/02/09/magnitude-exploit-kit-under-the-hood

MWI

Microsoft Word Intruder is an exploit kit focused on Word and embedded flash exploits. The author
wants to avoid their customer to use it in mass spam campaign, so itOs most often connected to

semi-targeted attacks

Table 8. Table References

Links
https://www.fireeye.com/blog/threat-research/2015/04/a_new_word_document.html

https://www.sophos.com/en-us/medialibrary/PDFs/technical%20papers/sophos-microsoft-word-

intruder-revealed.pdf

Neutrino

Neutrino Exploit Kit has been one of the major exploit kit from its launch in 2013 till september
2016 when it become private (defense name for this variation is Neutrino-v). This EK vanished from

march 2014 till november 2014.
Neutrino is also known as:

¥ Job314
¥ Neutrino Rebooted

¥ Neutrino-v

Table 9. Table References

Links
http://malware.dontneedcoffee.com/2013/03/hello-neutrino-just-one-more-exploit-kit.html

http://malware.dontneedcoffee.com/2014/11/neutrino-come-back.html

RIG

RIG is an exploit kit that takes its source in Infinity EK itself an evolution of Redkit. It became
dominant after the fall of Angler, Nuclear Pack and the end of public access to Neutrino. RIG-v is
the name given to RIG 4 when it was only accessible by "vip" customers and when RIG 3 was still in

use.
RIG is also known as:

¥RIG3
¥ RIG-v
¥RIG4

¥ Meadgive

Table 10. Table References


https://www.fireeye.com/blog/threat-research/2015/04/a_new_word_document.html
https://www.sophos.com/en-us/medialibrary/PDFs/technical%20papers/sophos-microsoft-word-intruder-revealed.pdf
https://www.sophos.com/en-us/medialibrary/PDFs/technical%20papers/sophos-microsoft-word-intruder-revealed.pdf
http://malware.dontneedcoffee.com/2013/03/hello-neutrino-just-one-more-exploit-kit.html
http://malware.dontneedcoffee.com/2014/11/neutrino-come-back.html

Links
http://www.kahusecurity.com/2014/rig-exploit-pack/

https://lwww.trustwave.com/Resources/SpiderLabs-Blog/RIG-Reloaded---Examining-the-
Architecture-of-RIG-Exploit-Kit-3-0/
https://lwww.trustwave.com/Resources/SpiderLabs-Blog/RIG-Exploit-Kit-%E2%80%93-Diving-
Deeper-into-the-Infrastructure/

http://malware.dontneedcoffee.com/2016/10/rig-evolves-neutrino-waves-goodbye.html

Sednit EK
Sednit EK is the exploit kit used by APT28

Table 11. Table References

Links
http://www.welivesecurity.com/2014/10/08/sednit-espionage-group-now-using-custom-exploit-kit/

http://blog.trendmicro.com/trendlabs-security-intelligence/new-adobe-flash-zero-day-used-in-
pawn-storm-campaign/

Bizarro Sundown

Bizarro Sundown appears to be a fork of Sundown with added anti-analysis features
Bizarro Sundown is also known as:

¥ Sundown-b

Table 12. Table References

Links
http://blog.trendmicro.com/trendlabs-security-intelligence/new-bizarro-sundown-exploit-kit-
spreads-locky/
https://blog.malwarebytes.com/cybercrime/exploits/2016/10/yet-another-sundown-ek-variant/

GreenFlash Sundown

GreenFlash Sundown is a variation of Bizarro Sundown without landing
GreenFlash Sundown is also known as:
¥ Sundown-GF

Table 13. Table References

Links
http://blog.trendmicro.com/trendlabs-security-intelligence/new-bizarro-sundown-exploit-kit-
spreads-locky/


http://www.kahusecurity.com/2014/rig-exploit-pack/
https://www.trustwave.com/Resources/SpiderLabs-Blog/RIG-Reloaded---Examining-the-Architecture-of-RIG-Exploit-Kit-3-0/
https://www.trustwave.com/Resources/SpiderLabs-Blog/RIG-Reloaded---Examining-the-Architecture-of-RIG-Exploit-Kit-3-0/
https://www.trustwave.com/Resources/SpiderLabs-Blog/RIG-Exploit-Kit-%E2%80%93-Diving-Deeper-into-the-Infrastructure/
https://www.trustwave.com/Resources/SpiderLabs-Blog/RIG-Exploit-Kit-%E2%80%93-Diving-Deeper-into-the-Infrastructure/
http://malware.dontneedcoffee.com/2016/10/rig-evolves-neutrino-waves-goodbye.html
http://www.welivesecurity.com/2014/10/08/sednit-espionage-group-now-using-custom-exploit-kit/
http://blog.trendmicro.com/trendlabs-security-intelligence/new-adobe-flash-zero-day-used-in-pawn-storm-campaign/
http://blog.trendmicro.com/trendlabs-security-intelligence/new-adobe-flash-zero-day-used-in-pawn-storm-campaign/
http://blog.trendmicro.com/trendlabs-security-intelligence/new-bizarro-sundown-exploit-kit-spreads-locky/
http://blog.trendmicro.com/trendlabs-security-intelligence/new-bizarro-sundown-exploit-kit-spreads-locky/
https://blog.malwarebytes.com/cybercrime/exploits/2016/10/yet-another-sundown-ek-variant/
http://blog.trendmicro.com/trendlabs-security-intelligence/new-bizarro-sundown-exploit-kit-spreads-locky/
http://blog.trendmicro.com/trendlabs-security-intelligence/new-bizarro-sundown-exploit-kit-spreads-locky/

Angler

The Angler Exploit Kit has been the most popular and evolved exploit kit from 2014 to middle of
2016. There was several variation. The historical "indexm" variant was used to spread Lurk. A vip
version used notabily to spread Poweliks, the "standard" commercial version, and a declinaison
tied to load selling (mostly bankers) that can be associated to EmpirePPC

Angler is also known as:

¥ XXX
¥ AEK

¥ Axpergle

Table 14. Table References

Links
https://blogs.sophos.com/2015/07/21/a-closer-look-at-the-angler-exploit-kit/
http://malware.dontneedcoffee.com/2015/12/xxx-is-angler-ek.html

http://malware.dontneedcoffee.com/2016/06/is-it-end-of-angler.html

Archie
Archie EK

Table 15. Table References
Links

https://lwww.alienvault.com/blogs/labs-research/archie-just-another-exploit-Kkit

BlackHole

The BlackHole Exploit Kit has been the most popular exploit kit from 2011 to 2013. Its activity
stopped with PaunchOs arrest (all activity since then is anecdotal and based on an old leak)

BlackHole is also known as:
¥ BHEK

Table 16. Table References
Links
https://lwww.trustwave.com/Resources/SpiderLabs-Blog/Blackhole-Exploit-Kit-v2/

https://nakedsecurity.sophos.com/exploring-the-blackhole-exploit-kit/

Bleeding Life

Bleeding Life is an exploit kit that became open source with its version 2


https://blogs.sophos.com/2015/07/21/a-closer-look-at-the-angler-exploit-kit/
http://malware.dontneedcoffee.com/2015/12/xxx-is-angler-ek.html
http://malware.dontneedcoffee.com/2016/06/is-it-end-of-angler.html
https://www.alienvault.com/blogs/labs-research/archie-just-another-exploit-kit
https://www.trustwave.com/Resources/SpiderLabs-Blog/Blackhole-Exploit-Kit-v2/
https://nakedsecurity.sophos.com/exploring-the-blackhole-exploit-kit/

Bleeding Life is also known as:

¥ BL
¥ BL2

Table 17. Table References

Links
http://www.kahusecurity.com/2011/flash-used-in-idol-malvertisement/

http://thehackernews.com/2011/10/bleeding-life-2-exploit-pack-released.html

Cool
The Cool Exploit Kit was a kind of BlackHole VIP in 2012/2013
Cool is also known as:

¥ CEK

¥ Styxy Cool

Table 18. Table References

Links
http://malware.dontneedcoffee.com/2012/10/newcoolek.html
http://malware.dontneedcoffee.com/2013/07/a-styxy-cool-ek.html

http://blog.trendmicro.com/trendlabs-security-intelligence/styx-exploit-pack-how-it-works/

Fiesta

Fiesta Exploit Kit
Fiesta is also known as:

¥ NeoSploit

¥ Fiexp

Table 19. Table References

Links
http://blog.0x3a.com/post/110052845124/an-in-depth-analysis-of-the-fiesta-exploit-kit-an

http://www.kahusecurity.com/2011/neosploit-is-back/

Empire
The Empire Pack is a variation of RIG operated by a load seller. 1tOs being fed by many traffic actors

Empire is also known as:


http://www.kahusecurity.com/2011/flash-used-in-idol-malvertisement/
http://thehackernews.com/2011/10/bleeding-life-2-exploit-pack-released.html
http://malware.dontneedcoffee.com/2012/10/newcoolek.html
http://malware.dontneedcoffee.com/2013/07/a-styxy-cool-ek.html
http://blog.trendmicro.com/trendlabs-security-intelligence/styx-exploit-pack-how-it-works/
http://blog.0x3a.com/post/110052845124/an-in-depth-analysis-of-the-fiesta-exploit-kit-an
http://www.kahusecurity.com/2011/neosploit-is-back/

¥ RIG-E

Table 20. Table References

Links
http://malware.dontneedcoffee.com/2016/10/rig-evolves-neutrino-waves-goodbye.html

FlashPack

FlashPack EK got multiple fork. The most common variant seen was the standalone Flash version

FlashPack is also known as:

¥ FlashEK

¥ SafePack

¥ CritXPack

¥ Vintage Pack

Table 21. Table References

Links
http://malware.dontneedcoffee.com/2012/11/meet-critxpack-previously-vintage-pack.html

http://malware.dontneedcoffee.com/2013/04/meet-safe-pack-v20-again.html

GrandSoft

GrandSoft Exploit Kit was a quite common exploit kit used in 2012/2013
GrandSoft is also known as:

¥ StampEK
¥ SofosFO

Table 22. Table References

Links
http://malware.dontneedcoffee.com/2013/09/FinallyGrandSoft.html
http://malware.dontneedcoffee.com/2012/10/neosploit-now-showing-bh-ek-20-like.html

https://nakedsecurity.sophos.com/2012/08/24/sophos-sucks-malware/

HanJuan

Hanjuan EK was a one actor fed variation of Angler EK used in evolved malvertising chain
targeting USA. It has been using a Oday (CVE-2015-0313) from beginning of December 2014 till

beginning of February 2015

Table 23. Table References


http://malware.dontneedcoffee.com/2016/10/rig-evolves-neutrino-waves-goodbye.html
http://malware.dontneedcoffee.com/2012/11/meet-critxpack-previously-vintage-pack.html
http://malware.dontneedcoffee.com/2013/04/meet-safe-pack-v20-again.html
http://malware.dontneedcoffee.com/2013/09/FinallyGrandSoft.html
http://malware.dontneedcoffee.com/2012/10/neosploit-now-showing-bh-ek-20-like.html
https://nakedsecurity.sophos.com/2012/08/24/sophos-sucks-malware/

Links
http://www.malwaresigs.com/2013/10/14/unknown-ek/

https://blog.malwarebytes.com/threat-analysis/2014/08/shining-some-light-on-the-unknown-
exploit-kit/
http://blog.trendmicro.com/trendlabs-security-intelligence/a-closer-look-at-the-exploit-kit-in-cve-
2015-0313-attack

https://twitter.com/kafeine/status/562575744501428226

Himan

Himan Exploit Kit

Himan is also known as:
¥ High Load

Table 24. Table References

Links
http://malware.dontneedcoffee.com/2013/10/HiMan.html

Impact

Impact EK

Table 25. Table References

Links
http://malware.dontneedcoffee.com/2012/12/inside-impact-exploit-kit-back-on-track.html

Infinity
Infinity is an evolution of Redkit
Infinity is also known as:

¥ Redkit v2.0
¥ Goon

Table 26. Table References

Links
http://blog.talosintel.com/2013/11/im-calling-this-goon-exploit-kit-for-now.html

http://www.kahusecurity.com/2014/the-resurrection-of-redkit/


http://www.malwaresigs.com/2013/10/14/unknown-ek/
https://blog.malwarebytes.com/threat-analysis/2014/08/shining-some-light-on-the-unknown-exploit-kit/
https://blog.malwarebytes.com/threat-analysis/2014/08/shining-some-light-on-the-unknown-exploit-kit/
http://blog.trendmicro.com/trendlabs-security-intelligence/a-closer-look-at-the-exploit-kit-in-cve-2015-0313-attack
http://blog.trendmicro.com/trendlabs-security-intelligence/a-closer-look-at-the-exploit-kit-in-cve-2015-0313-attack
https://twitter.com/kafeine/status/562575744501428226
http://malware.dontneedcoffee.com/2013/10/HiMan.html
http://malware.dontneedcoffee.com/2012/12/inside-impact-exploit-kit-back-on-track.html
http://blog.talosintel.com/2013/11/im-calling-this-goon-exploit-kit-for-now.html
http://www.kahusecurity.com/2014/the-resurrection-of-redkit/

Lightsout
Lightsout Exploit Kit has been used in Watering Hole attack performed by the APT Group havex

Table 27. Table References

Links
http://blog.talosintel.com/2014/03/hello-new-exploit-kit.html
http://blog.talosintel.com/2014/05/continued-analysis-of-lightsout-exploit.html

http://malwageddon.blogspot.fr/2013/09/unknown-ek-by-way-how-much-is-fish.html

Nebula

Nebula Exploit Kit has been built on Sundown source and features an internal TDS

Table 28. Table References

Links

http://malware.dontneedcoffee.com/2017/03/nebula-exploit-kit.html

Niteris
Niteris was used mainly to target Russian.
Niteris is also known as:

¥ CottonCastle

Table 29. Table References

Links
http://malware.dontneedcoffee.com/2014/06/cottoncastle.html

http://malware.dontneedcoffee.com/2015/05/another-look-at-niteris-post.html

Nuclear

The Nuclear Pack appeared in 2009 and has been one of the longer living one. Spartan EK was a
landing less variation of Nuclear Pack

Nuclear is also known as:

¥ NEK
¥ Nuclear Pack
¥ Spartan

¥ Neclu

Table 30. Table References
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http://blog.talosintel.com/2014/03/hello-new-exploit-kit.html
http://blog.talosintel.com/2014/05/continued-analysis-of-lightsout-exploit.html
http://malwageddon.blogspot.fr/2013/09/unknown-ek-by-way-how-much-is-fish.html
http://malware.dontneedcoffee.com/2017/03/nebula-exploit-kit.html
http://malware.dontneedcoffee.com/2014/06/cottoncastle.html
http://malware.dontneedcoffee.com/2015/05/another-look-at-niteris-post.html

Links
http://blog.checkpoint.com/2016/05/17/inside-nuclears-core-unraveling-a-ransomware-as-a-service-

infrastructure/

Phoenix
Phoenix Exploit Kit
Phoenix is also known as:

¥ PEK

Table 31. Table References

Links
http://malwareint.blogspot.fr/2010/09/phoenix-exploits-kit-v21-inside.html

http://blog.trendmicro.com/trendlabs-security-intelligence/now-exploiting-phoenix-exploit-kit-

version-2-5/

Private Exploit Pack

Private Exploit Pack

Private Exploit Pack is also known as:

¥ PEP

Table 32. Table References

Links
http://malware.dontneedcoffee.com/2013/07/pep-new-bep.html

http://malwageddon.blogspot.fr/2013/07/unknown-ek-well-hey-hey-i-wanna-be.html

Redkit

Redkit has been a major exploit kit in 2012. One of its specific features was to allow its access

against a share of a percentage of the customerOs traffic

Table 33. Table References

Links
https://lwww.trustwave.com/Resources/SpiderLabs-Blog/A-Wild-Exploit-Kit-Appears----Meet-RedKit/

http://malware.dontneedcoffee.com/2012/05/inside-redkit.html
https://nakedsecurity.sophos.com/2013/05/09/redkit-exploit-kit-part-2/


http://blog.checkpoint.com/2016/05/17/inside-nuclears-core-unraveling-a-ransomware-as-a-service-infrastructure/
http://blog.checkpoint.com/2016/05/17/inside-nuclears-core-unraveling-a-ransomware-as-a-service-infrastructure/
http://malwareint.blogspot.fr/2010/09/phoenix-exploits-kit-v21-inside.html
http://blog.trendmicro.com/trendlabs-security-intelligence/now-exploiting-phoenix-exploit-kit-version-2-5/
http://blog.trendmicro.com/trendlabs-security-intelligence/now-exploiting-phoenix-exploit-kit-version-2-5/
http://malware.dontneedcoffee.com/2013/07/pep-new-bep.html
http://malwageddon.blogspot.fr/2013/07/unknown-ek-well-hey-hey-i-wanna-be.html
https://www.trustwave.com/Resources/SpiderLabs-Blog/A-Wild-Exploit-Kit-Appears----Meet-RedKit/
http://malware.dontneedcoffee.com/2012/05/inside-redkit.html
https://nakedsecurity.sophos.com/2013/05/09/redkit-exploit-kit-part-2/

Sakura

Description Here

Table 34. Table References

Links
http://www.xylibox.com/2012/01/sakura-exploit-pack-10.html

Sundown
Sundown Exploit Kit is mainly built out of stolen code from other exploit kits
Sundown is also known as:

¥ Beps
¥ Xer

¥ Beta

Table 35. Table References

Links
http://malware.dontneedcoffee.com/2015/06/fast-look-at-sundown-ek.html

https://lwww.virusbulletin.com/virusbulletin/2015/06/beta-exploit-pack-one-more-piece-crimeware-
infection-road

Sweet-Orange

Sweet Orange
Sweet-Orange is also known as:

¥ SWO

¥ Anogre

Table 36. Table References

Links

http://malware.dontneedcoffee.com/2012/12/juice-sweet-orange-2012-12.html

Styx
Styx Exploit Kit

Table 37. Table References

Links

http://malware.dontneedcoffee.com/2012/12/crossing-styx-styx-sploit-pack-20-cve.html
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http://www.xylibox.com/2012/01/sakura-exploit-pack-10.html
http://malware.dontneedcoffee.com/2015/06/fast-look-at-sundown-ek.html
https://www.virusbulletin.com/virusbulletin/2015/06/beta-exploit-pack-one-more-piece-crimeware-infection-road
https://www.virusbulletin.com/virusbulletin/2015/06/beta-exploit-pack-one-more-piece-crimeware-infection-road
http://malware.dontneedcoffee.com/2012/12/juice-sweet-orange-2012-12.html
http://malware.dontneedcoffee.com/2012/12/crossing-styx-styx-sploit-pack-20-cve.html

https://krebsonsecurity.com/2013/07/styx-exploit-pack-domo-arigato-pc-roboto/

http://malware.dontneedcoffee.com/2013/05/inside-styx-2013-05.html

Unknown

Unknown Exploit Kit. This is a place holder for any undocumented Exploit Kit. If you use this tag,
we will be more than happy to give the associated EK a deep look.

Table 38. Table References
Links
https://twitter.com/kafeine
https:/itwitter.com/node5

https:/itwitter.com/kahusecurity

Microsoft Activity Group actor

Activity groups as described by Microsoft.

Microsoft Activity Group actor is a cluster galaxy available in JSON format at
https://github.com/MISP/misp-galaxy/blob/master/clusters/microsoft activity group
actor.json[ this location ] The JSON format can be freely reused in your application
or automatically enabled in  MISP.

authors

Various

PROMETHIUM

PROMETHIUM is an activity group that has been active as early as 2012. The group primarily uses
Truvasys, a first-stage malware that has been in circulation for several years. Truvasys has been
involved in several attack campaigns, where it has masqueraded as one of server common
computer utilities, including WinUtils, TrueCrypt, WinRAR, or SanDisk. In each of the campaigns,
Truvasys malware evolved with additional featuresNthis shows a close relationship between the
activity groups behind the campaigns and the developers of the malware.

Table 39. Table References

Links
https://blogs.technet.microsoft.com/mmpc/2016/12/14/twin-zero-day-attacks-promethium-and-
neodymium-target-individuals-in-europe/

NEODYMIUM

NEODYMIUM is an activity group that is known to use a backdoor malware detected by Microsoft as
Wingbird. This backdoorOs characteristics closely match FinFisher, a government-grade commercial
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surveillance package. Data about Wingbird activity indicate that it is typically used to attack
individual computers instead of networks.

Table 40. Table References

Links

https://blogs.technet.microsoft.com/mmpc/2016/12/14/twin-zero-day-attacks-promethium-and-
neodymium-target-individuals-in-europe/

TERBIUM

Microsoft Threat Intelligence identified similarities between this recent attack and previous 2012
attacks against tens of thousands of computers belonging to organizations in the energy sector.
Microsoft Threat Intelligence refers to the activity group behind these attacks as TERBIUM,
following our internal practice of assigning rogue actors chemical element names.

Table 41. Table References
Links

https://blogs.technet.microsoft.com/mmpc/2016/12/09/windows-10-protection-detection-and-
response-against-recent-attacks/

STRONTIUM

STRONTIUM has been active since at least 2007. Whereas most modern untargeted malware is
ultimately profit-oriented, STRONTIUM mainly seeks sensitive information. Its primary institutional
targets have included government bodies, diplomatic institutions, and military forces and
installations in NATO member states and certain Eastern European countries. Additional targets
have included journalists, political advisors, and organizations associated with political activism in
central Asia. STRONTIUM is an activity group that usually targets government agencies, diplomatic
institutions, and military organizations, as well as affiliated private sector organizations such as
defense contractors and public policy research institutes. Microsoft has attributed more 0-day
exploits to STRONTIUM than any other tracked group in 2016. STRONTIUM frequently uses
compromised e-mail accounts from one victim to send malicious e-mails to a second victim and will
persistently pursue specific targets for months until they are successful in compromising the
victimsO computer.

STRONTIUM is also known as:

¥ APT 28

¥ APT28

¥ Pawn Storm
¥ Fancy Bear
¥ Sednit

¥ TsarTeam

¥ TG-4127
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¥ Group-4127
¥ Sofacy
¥ Grey-Cloud

Table 42. Table References

Links
https://blogs.technet.microsoft.com/mmpc/2016/11/01/our-commitment-to-our-customers-security/

http://download.microsoft.com/download/4/4/C/44CDEFOE-7924-4787-A56A-
16261691ACE3/Microsoft_Security _Intelligence_Report_Volume_19 A Profile_Of A Persistent_Adv

ersary_English.pdf

https://blogs.technet.microsoft.com/mmpc/2015/11/16/microsoft-security-intelligence-report-
strontium/

DUBNIUM

DUBNIUM (which shares indicators with what Kaspersky researchers have called DarkHotel) is one
of the activity groups that has been very active in recent years, and has many distinctive features.

DUBNIUM is also known as:
¥ darkhotel

Table 43. Table References

Links
https://securelist.com/blog/research/71713/darkhotels-attacks-in-2015/
https://blogs.technet.microsoft.com/mmpc/2016/06/09/reverse-engineering-dubnium-2

https://blogs.technet.microsoft.com/mmpc/2016/06/20/reverse-engineering-dubniums-flash-
targeting-exploit/
https://blogs.technet.microsoft.com/mmpc/2016/07/14/reverse-engineering-dubnium-stage-2-
payload-analysis/

PLATINUM

PLATINUM has been targeting its victims since at least as early as 2009, and may have been active
for several years prior. Its activities are distinctly different not only from those typically seen in
untargeted attacks, but from many targeted attacks as well. A large share of targeted attacks can be
characterized as opportunistic: the activity group changes its target profiles and attack geographies
based on geopolitical seasons, and may attack institutions all over the world. Like many such
groups, PLATINUM seeks to steal sensitive intellectual property related to government interests, but
its range of preferred targets is consistently limited to specific governmental organizations, defense
institutes, intelligence agencies, diplomatic institutions, and telecommunication providers in South
and Southeast Asia. The groupOs persistent use of spear phishing tactics (phishing attempts aimed at
specific individuals) and access to previously undiscovered zero-day exploits have made it a highly

resilient threat.
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Table 44. Table References

Links
https://blogs.technet.microsoft.com/mmpc/2016/04/26/digging-deep-for-platinum/

http://download.microsoft.com/download/2/2/5/225BFE3E-E1DE-4F5B-A77B-
71200928D209/Platinum%20feature%20article%20-
%20Targeted%20attacks%20in%20South%20and%20Southeast%20Asia%20April%202016.pdf

BARIUM

Microsoft Threat Intelligence associates Winnti with multiple activity groupsNcollections of
malware, supporting infrastructure, online personas, victimology, and other attack artifacts that
the Microsoft intelligent security graph uses to categorize and attribute threat activity. Microsoft
labels activity groups using code names derived from elements in the periodic table. In the case of
this malware, the activity groups strongly associated with Winnti are BARIUM and LEAD. But even
though they share the use of Winnti, the BARIUM and LEAD activity groups are involved in very
different intrusion scenarios. BARIUM begins its attacks by cultivating relationships with potential
victimsNparticularly those working in Business Development or Human ResourcesNon various
social media platforms. Once BARIUM has established rapport, they spear-phish the victim using a
variety of unsophisticated malware installation vectors, including malicious shortcut (.Ink) files
with hidden payloads, compiled HTML help (.chm) files, or Microsoft Office documents containing
macros or exploits. Initial intrusion stages feature the Win32/Barlaiy implantNnotable for its use of
social network profiles, collaborative document editing sites, and blogs for C&C. Later stages of the
intrusions rely upon Winnti for persistent access. The majority of victims recorded to date have
been in electronic gaming, multimedia, and Internet content industries, although occasional
intrusions against technology companies have occurred.

Table 45. Table References

Links

https://blogs.technet.microsoft.com/mmpc/2017/01/25/detecting-threat-actors-in-recent-german-
industrial-attacks-with-windows-defender-atp/

LEAD

In contrast, LEAD has established a far greater reputation for industrial espionage. In the past few
years, LEADOs victims have included: Multinational, multi-industry companies involved in the
manufacture of textiles, chemicals, and electronics Pharmaceutical companies A company in the
chemical industry University faculty specializing in aeronautical engineering and research A
company involved in the design and manufacture of motor vehicles A cybersecurity company
focusing on protecting industrial control systems During these intrusions, LEADOs objective was to
steal sensitive data, including research materials, process documents, and project plans. LEAD also
steals code-signing certificates to sign its malware in subsequent attacks. In most cases, LEADOs
attacks do not feature any advanced exploit techniques. The group also does not make special effort
to cultivate victims prior to an attack. Instead, the group often simply emails a Winnti installer to
potential victims, relying on basic social engineering tactics to convince recipients to run the
attached malware. In some other cases, LEAD gains access to a target by brute-forcing remote
access login credentials, performing SQL injection, or exploiting unpatched web servers, and then
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they copy the Winnti installer directly to compromised machines.

Table 46. Table References

Links

https://blogs.technet.microsoft.com/mmpc/2017/01/25/detecting-threat-actors-in-recent-german-
industrial-attacks-with-windows-defender-atp/

ZIRCONIUM

In addition to strengthening generic detection of EoP exploits, Microsoft security researchers are
actively gathering threat intelligence and indicators attributable to ZIRCONIUM, the activity group
using the CVE-2017-0005 exploit.

Table 47. Table References

Links

https://blogs.technet.microsoft.com/mmpc/2017/03/27/detecting-and-mitigating-elevation-of-
privilege-exploit-for-cve-2017-0005/

Preventive Measure

Preventive measures based on the ransomware document overview as published in
https://docs.google.com/spreadsheets/d/1TWS238xacAto-fLKh1n5uTsdijWdCEsGIMOYOHvmc5g/
pubhtml# . The preventive measures are quite generic and can fit any standard Windows
infrastructure and their security measures..

Preventive Measure is a cluster galaxy available in JSON format at
https://github.com/MISP/misp-galaxy/blob/master/clusters/preventive

measure.json[ this location ] The JSON format can be freely reused in your
application or automatically enabled in MISP.

authors

Various

Backup and Restore Process

Make sure to have adequate backup processes on place and frequently test a restore of these
backups. (SchrédingerOs backup - it is both existent and non-existent until youOve tried a restore

Table 48. Table References

Links

http://windows.microsoft.com/en-us/windows/back-up-restore-fag#1TC=windows-7
.[http://windows.microsoft.com/en-us/windows/back-up-restore-fag#1TC=windows-7 ]
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Block Macros

Disable macros in Office files downloaded from the Internet. This can be configured to work in two
different modes: A.) Open downloaded documents in 'Protected View' B.) Open downloaded

documents and block all macros
Table 49. Table References

Links

https://support.office.com/en-us/article/Enable-or-disable-macros-in-Office-files-12b036fd-d140-
4e74-b45e-16fedla7e5c6?ui=en-US&rs=en-US&ad=US

https://www.404techsupport.com/2016/04/office2016-macro-group-
policy/?utm_source=dlvr.it&utm_medium=twitter

Disable WSH

Disable Windows Script Host

Table 50. Table References

Links

http://www.windowsnetworking.com/kbase/WindowsTips/WindowsXP/AdminTips/Customization/
DisableWindowsScriptingHostWSH.html

Filter Attachments Level 1

Filter the following attachments on your mail gateway: .ade, .adp, .ani, .bas, .bat, .chm, .cmd, .com,
.cpl, .crt, .exe, .hlp, .ht, .hta, .inf, .ins, .isp, .jar, .job, .js, .jse, .Ink, .mda, .mdb, .mde, .mdz, .msc, .msi,
.msp, .mst, .ocx, .pcd, .psi, .reg, .scr, .sct, .shs, .svg, .url, .vb, .vbe, .vbs, .wbk, .wsc, .ws, .wsf, .wsh, .exe,

.pif, .pub

Filter Attachments Level 2

Filter the following attachments on your mail gateway: (Filter expression of Level 1 plus) .doc, .xls,
.rtf, .docm, .xIsm, .pptm

Restrict program execution

Block all program executions from the %LocalAppData% and %AppData% folder

Table 51. Table References

Links

http://www.fatdex.net/php/2014/06/01/disable-exes-from-running-inside-any-user-appdata-
directory-gpo/

http://www.thirdtier.net/ransomware-prevention-kit/
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Show File Extensions

Set the registry key "HideFileExt" to 0 in order to show all file extensions, even of known file types.
This helps avoiding cloaking tricks that use double extensions. (e.g. "not_a_virus.pdf.exe")

Table 52. Table References

Links

http://www.sevenforums.com/tutorials/10570-file-extensions-hide-show.htm

Enforce UAC Prompt

Enforce administrative users to confirm an action that requires elevated rights

Table 53. Table References

Links
https://technet.microsoft.com/en-us/library/dd835564(WS.10).aspx

Remove Admin Privileges

Remove and restrict administrative rights whenever possible. Malware can only modify files that
users have write access to.

Restrict Workstation Communication

Activate the Windows Firewall to restrict workstation to workstation communication

Sandboxing Email Input

Using sandbox that opens email attachments and removes attachments based on behavior analysis

Execution Prevention

Software that allows to control the execution of processes - sometimes integrated in Antivirus
software Free: AntiHook, ProcessGuard, System Safety Monitor

Change Default "Open With" to Notepad

Force extensions primarily used for infections to open up in Notepad rather than Windows Script
Host or Internet Explorer
Table 54. Table References

Links

https://bluesoul.me/2016/05/12/use-gpo-to-change-the-default-behavior-of-potentially-malicious-
file-extensions/

19


http://www.sevenforums.com/tutorials/10570-file-extensions-hide-show.htm
https://technet.microsoft.com/en-us/library/dd835564(WS.10).aspx
https://bluesoul.me/2016/05/12/use-gpo-to-change-the-default-behavior-of-potentially-malicious-file-extensions/
https://bluesoul.me/2016/05/12/use-gpo-to-change-the-default-behavior-of-potentially-malicious-file-extensions/

File Screening

Server-side file screening with the help of File Server Resource Manager

Table 55. Table References

Links
http://jpelectron.com/sample/Info%20and%20Documents/Stop%20crypto%20badware%20before%

20it%20ruins%20your%20day/1-PreventCrypto-Readme.htm

Restrict program execution #2

Block program executions (AppLocker)

Table 56. Table References

Links
https://technet.microsoft.com/en-us/library/dd759117%28v=ws.11%29.aspx

http://social.technet.microsoft.com/wiki/contents/articles/5211.how-to-configure-applocker-group-

policy-to-prevent-software-from-running.aspx

EMET
Detect and block exploitation techniques

Table 57. Table References

Links
www.microsoft.com/emet[www.microsoft.com/emet]

http://windowsitpro.com/security/control-emet-group-policy

Sysmon

Detect Ransomware in an early stage with new Sysmon 5 File/Registry monitoring

Table 58. Table References

Links
https:/itwitter.com/JohnLaTwC/status/799792296883388416

Ransomware

Ransomware galaxy based on

fLKh1n5uTsdijWdCEsGIMOYOHvmc5g/pubhtml  and http://pastebin.com/raw/GHgpWijar
Ransomware is a cluster galaxy available in JSON format at
format can be freely reused in your application or automatically enabled in
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authors

https://docs.google.com/spreadsheets/d/1TWS238xacAto-fLKh1n5uTsdijWdCEsGIMOYOHvmc5g/
pubhtml - http://pastebin.com/raw/GHgpWjar

Nhtnwcuf Ransomware (Fake)

This is most likely to affect English speaking users, since the note is written in English. English is
understood worldwide, thus anyone can be harmed. The hacker spread the virus using email spam,

fake updates, and harmful attachments. All your files are compromised including music, MS Office,

Open Office, pictures, videos, shared online files etc..

Table 59. Table References

Links

https://id-ransomware.blogspot.co.il/2017/03/nhtnwcuf-ransomware.html

CryptoJacky Ransomware

This is most likely to affect English speaking users, since the note is written in English. English is
understood worldwide, thus anyone can be harmed. The hacker spread the virus using email spam,
fake updates, and harmful attachments. All your files are compromised including music, MS Office,

Open Office, pictures, videos, shared online files etc..

Table 60. Table References
Links
https://id-ransomware.blogspot.co.il/2017/03/cryptojacky-ransomware.html

https://twitter.com/jiriatvirlab/status/838779371750031360

Kaenlupuf Ransomware

About: This is most likely to affect English speaking users, since the note is written in English.
English is understood worldwide, thus anyone can be harmed. The hacker spread the virus using
email spam, fake updates, and harmful attachments. All your files are compromised including
music, MS Office, Open Office, pictures, videos, shared online files etc..

Table 61. Table References

Links

https://id-ransomware.blogspot.co.il/2017/03/kaenlupuf-ransomware.html

EnjeyCrypter Ransomware

This is most likely to affect English speaking users, since the note is written in English. English is
understood worldwide, thus anyone can be harmed. The hacker spread the virus using email spam,
fake updates, and harmful attachments. All your files are compromised including music, MS Office,

Open Office, pictures, videos, shared online files etc..
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Table 62. Table References
Links
https://id-ransomware.blogspot.co.il/2017/03/enjey-crypter-ransomware.htmi

https://lwww.bleepingcomputer.com/news/security/the-week-in-ransomware-march-10th-2017-
spora-cerber-and-technical-writeups/

https://lwww.bleepingcomputer.com/news/security/embittered-enjey-ransomware-developer-
launches-ddos-attack-on-id-ransomware/

Dangerous Ransomware

This is most likely to affect English speaking users, since the note is written in English. English is
understood worldwide, thus anyone can be harmed. The hacker spread the virus using email spam,

fake updates, and harmful attachments. All your files are compromised including music, MS Office,

Open Office, pictures, videos, shared online files etc..

Table 63. Table References

Links

https://id-ransomware.blogspot.co.il/l2017/03/dangerous-ransomware.html

Vortex Ransomware

This is most likely to affect English speaking users, since the note is written in English. English is
understood worldwide, thus anyone can be harmed. The hacker spread the virus using email spam,
fake updates, and harmful attachments. All your files are compromised including music, MS Office,

Open Office, pictures, videos, shared online files etc..

Vortex Ransomware is also known as:
¥ I"t#$% $%&™()%$#

Table 64. Table References

Links
https://id-ransomware.blogspot.co.il/2017/03/vortex-ransomware.html

https://twitter.com/struppigel/status/839778905091424260

GC47ERansomware

This is most likely to affect English speaking users, since the note is written in English. English is
understood worldwide, thus anyone can be harmed. The hacker spread the virus using email spam,

fake updates, and harmful attachments. All your files are compromised including music, MS Office,

Open Office, pictures, videos, shared online files etc..

Table 65. Table References

Links
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https://id-ransomware.blogspot.co.il/2017/03/gc47-ransomware.html

RozalLocker Ransomware

This is most likely to affect English speaking users, since the note is written in English. English is
understood worldwide, thus anyone can be harmed. The hacker spread the virus using email spam,
fake updates, and harmful attachments. All your files are compromised including music, MS Office,

Open Office, pictures, videos, shared online files etc..

Table 66. Table References

Links
https://id-ransomware.blogspot.co.il/2017/03/rozalocker-ransomware.html

https:/itwitter.com/jiriatvirlab/status/840863070733885440

CryptoMeister Ransomware

This is most likely to affect English speaking users, since the note is written in English. English is
understood worldwide, thus anyone can be harmed. The hacker spread the virus using email spam,
fake updates, and harmful attachments. All your files are compromised including music, MS Office,

Open Office, pictures, videos, shared online files etc..

Table 67. Table References

Links

https://id-ransomware.blogspot.co.il/2017/03/cryptomeister-ransomware.html

GGERansomware

This is most likely to affect English speaking users, since the note is written in English. English is
understood worldwide, thus anyone can be harmed. The hacker spread the virus using email spam,
fake updates, and harmful attachments. All your files are compromised including music, MS Office,

Open Office, pictures, videos, shared online files etc.. Poses as Hewlett-Packard 2016

Table 68. Table References

Links

https://id-ransomware.blogspot.co.il/2017/03/gg-ransomware.html

Project34 Ransomware

This is most likely to affect English speaking users, since the note is written in English. English is
understood worldwide, thus anyone can be harmed. The hacker spread the virus using email spam,
fake updates, and harmful attachments. All your files are compromised including music, MS Office,

Open Office, pictures, videos, shared online files etc..

Table 69. Table References
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Links

https://id-ransomware.blogspot.co.il/2017/03/project34-ransomware.html

PetrWrap Ransomware

This is most likely to affect English speaking users, since the note is written in English. English is
understood worldwide, thus anyone can be harmed. The hacker spread the virus using email spam,
fake updates, and harmful attachments. All your files are compromised including music, MS Office,

Open Office, pictures, videos, shared online files etc..

Table 70. Table References

Links
https://id-ransomware.blogspot.co.il/2017/03/petrwrap-ransomware.html

https://www.bleepingcomputer.com/news/security/petrwrap-ransomware-is-a-petya-offspring-
used-in-targeted-attacks/

https://www.bleepingcomputer.com/news/security/the-week-in-ransomware-march-17th-2017-
revenge-petrwrap-and-captain-kirk/

https://securelist.com/blog/research/77762/petrwrap-the-new-petya-based-ransomware-used-in-
targeted-attacks/

Karmen Ransomware

This is most likely to affect English speaking users, since the note is written in English. English is
understood worldwide, thus anyone can be harmed. The hacker spread the virus using email spam,
fake updates, and harmful attachments. All your files are compromised including music, MS Office,

Open Office, pictures, videos, shared online files etc.. RaaS, baed on HiddenTear

Table 71. Table References

Links

https://lwww.bleepingcomputer.com/news/security/the-week-in-ransomware-march-17th-2017-
revenge-petrwrap-and-captain-kirk/

https://id-ransomware.blogspot.co.il/2017/03/karmen-ransomware.htm|

https://twitter.com/malwrhunterteam/status/841747002438361089

Revenge Ransomware

This is most likely to affect English speaking users, since the note is written in English. English is
understood worldwide, thus anyone can be harmed. The hacker spread the virus using email spam,
fake updates, and harmful attachments. All your files are compromised including music, MS Office,

Open Office, pictures, videos, shared online files etc.. CryptoMix / CryptFile2 Variant

Table 72. Table References

Links
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https://lwww.bleepingcomputer.com/news/security/revenge-ransomware-a-cryptomix-variant-
being-distributed-by-rig-exploit-kit/

https://id-ransomware.blogspot.co.il/2017/03/revenge-ransomware.html

Turkish FileEncryptorERansomware

his is most likely to affect English speaking users, since the note is written in English. English is
understood worldwide, thus anyone can be harmed. The hacker spread the virus using email spam,

fake updates, and harmful attachments. All your files are compromised including music, MS Office,

Open Office, pictures, videos, shared online files etc..

Turkish FileEncryptorERansomware is also known as:
¥ Fake CTB-Locker

Table 73. Table References

Links
https://id-ransomware.blogspot.co.il/2017/03/turkish-fileencryptor.html
https:/twitter.com/JakubKroustek/status/842034887397908480

KirkERansomware &ESpock Decryptor

This is most likely to affect English speaking users, since the note is written in English. English is
understood worldwide, thus anyone can be harmed. The hacker spread the virus using email spam,
fake updates, and harmful attachments. All your files are compromised including music, MS Office,

Open Office, pictures, videos, shared online files etc.. Payments in Monero

Table 74. Table References
Links
https://id-ransomware.blogspot.co.il/2017/03/kirkspock-ransomware.html

https://lwww.bleepingcomputer.com/news/security/the-week-in-ransomware-march-17th-2017-
revenge-petrwrap-and-captain-kirk/

https://lwww.bleepingcomputer.com/forums/t/642239/kirk-ransomware-help-support-topic-kirk-
extension-ransom-notetxt/

http://www.networkworld.com/article/3182415/security/star-trek-themed-kirk-ransomware-has-
spock-decryptor-demands-ransom-be-paid-in-monero.htmi

http://www.securityweek.com/star-trek-themed-kirk-ransomware-emerges

https://www.grahamcluley.com/kirk-ransomware-sports-star-trek-themed-decryptor-little-known-
crypto-currency/

https://lwww.virustotal.com/en/file/39a2201a88f10d81b220c973737f0becedab2e73426ab9923880fb0
fb990c5cc/analysis/
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ZinoCrypt Ransomware

This is most likely to affect English speaking users, since the note is written in English. English is
understood worldwide, thus anyone can be harmed. The hacker spread the virus using email spam,
fake updates, and harmful attachments. All your files are compromised including music, MS Office,

Open Office, pictures, videos, shared online files etc..

Table 75. Table References

Links
https://id-ransomware.blogspot.co.il/l2017/03/zinocrypt-ransomware.html
https:/twitter.com/demonslay335?lang=en

https:/itwitter.com/malwrhunterteam/status/842781575410597894

CrptxxxERansomware

This is most likely to affect English speaking users, since the note is written in English. English is
understood worldwide, thus anyone can be harmed. The hacker spread the virus using email spam,
fake updates, and harmful attachments. All your files are compromised including music, MS Office,

Open Office, pictures, videos, shared online files etc.. Uses @enigma0x30s UAC bypass

Table 76. Table References
Links
https://id-ransomware.blogspot.co.il/2017/03/crptxxx-ransomware.html

https://www.bleepingcomputer.com/forums/t/609690/ultracrypter-cryptxxx-ultradecrypter-
ransomware-help-topic-crypt-crypl/page-84

http://www.fixinfectedpc.com/uninstall-crptxxx-ransomware-from-pc

https:/twitter.com/malwrhunterteam/status/839467168760725508

MOTD Ransomware

About: This is most likely to affect English speaking users, since the note is written in English.
English is understood worldwide, thus anyone can be harmed. The hacker spread the virus using
email spam, fake updates, and harmful attachments. All your files are compromised including
music, MS Office, Open Office, pictures, videos, shared online files etc..

Table 77. Table References

Links

https://id-ransomware.blogspot.co.il/2017/03/motd-ransomware.html
https://www.bleepingcomputer.com/forums/t/642409/motd-of-ransome-hostage/

https://www.bleepingcomputer.com/forums/t/642409/motd-ransomware-help-support-topics-
motdtxt-and-enc-extension/
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CryptoDevil Ransomware

This is most likely to affect English speaking users, since the note is written in English. English is
understood worldwide, thus anyone can be harmed. The hacker spread the virus using email spam,
fake updates, and harmful attachments. All your files are compromised including music, MS Office,

Open Office, pictures, videos, shared online files etc..

Table 78. Table References
Links

https://id-ransomware.blogspot.co.il/2017/03/cryptodevil-ransomware.html

https:/twitter.com/PolarToffee/status/843527738774507522

FabSysCrypto Ransomware

This is most likely to affect English speaking users, since the note is written in English. English is
understood worldwide, thus anyone can be harmed. The hacker spread the virus using email spam,
fake updates, and harmful attachments. All your files are compromised including music, MS Office,

Open Office, pictures, videos, shared online files etc.. Based on HiddenTear

Table 79. Table References

Links
https://id-ransomware.blogspot.co.il/2017/03/fabsyscrypto-ransomware.html

https://twitter.com/struppigel/status/837565766073475072

Lock2017 Ransomware

This is most likely to affect English speaking users, since the note is written in English. English is
understood worldwide, thus anyone can be harmed. The hacker spread the virus using email spam,
fake updates, and harmful attachments. All your files are compromised including music, MS Office,

Open Office, pictures, videos, shared online files etc..

Table 80. Table References

Links

https://id-ransomware.blogspot.co.il/2017/03/lock2017-ransomware.html

RedAntsERansomware

This is most likely to affect English speaking users, since the note is written in English. English is
understood worldwide, thus anyone can be harmed. The hacker spread the virus using email spam,
fake updates, and harmful attachments. All your files are compromised including music, MS Office,

Open Office, pictures, videos, shared online files etc..

Table 81. Table References

Links
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ConsoleApplicationlERansomware

This is most likely to affect English speaking users, since the note is written in English. English is
understood worldwide, thus anyone can be harmed. The hacker spread the virus using email spam,
fake updates, and harmful attachments. All your files are compromised including music, MS Office,

Open Office, pictures, videos, shared online files etc..

Table 82. Table References

Links

https://id-ransomware.blogspot.co.il/2017/03/consoleapplication1-ransomware.html

KRider Ransomware

This is most likely to affect English speaking users, since the note is written in English. English is
understood worldwide, thus anyone can be harmed. The hacker spread the virus using email spam,
fake updates, and harmful attachments. All your files are compromised including music, MS Office,

Open Office, pictures, videos, shared online files etc..

Table 83. Table References
Links
https://id-ransomware.blogspot.co.il/2017/03/krider-ransomware.html

https:/twitter.com/malwrhunterteam/status/836995570384453632

CYR-LockerERansomware (FAKE)

This is most likely to affect English speaking users, since the note is written in English. English is
understood worldwide, thus anyone can be harmed. The hacker spread the virus using email spam,
fake updates, and harmful attachments. All your files are compromised including music, MS Office,
Open Office, pictures, videos, shared online files etc.. The following note is what you get if you put

in the wrong key code: https://3.bp.blogspot.com/-qsSO0x-tHx00/WLM3KkKWKAI/AAAAAAAAEDg/
Zhy3eYf-ek8fY5uMOyHs7EOfEFg2AXG-gCLcB/s1600/failed-key.jpg

Table 84. Table References

Links

https://id-ransomware.blogspot.co.il/search?updated-min=2017-01-01T00:00:00-08:00&updated-
max=2018-01-01T00:00:00-08:00&max-results=50

DotRansomware

This is most likely to affect English speaking users, since the note is written in English. English is
understood worldwide, thus anyone can be harmed. The hacker spread the virus using email spam,
fake updates, and harmful attachments. All your files are compromised including music, MS Office,
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Open Office, pictures, videos, shared online files etc..

Table 85. Table References

Links

https://id-ransomware.blogspot.co.il/2017/02/dotransomware.html

Unlock26 Ransomware

About: This is most likely to affect English speaking users, since the note is written in English.
English is understood worldwide, thus anyone can be harmed. The hacker spread the virus using
email spam, fake updates, and harmful attachments.All your files are compromised including

music, MS Office, Open Office, pictures, videos, shared online files etc..

Table 86. Table References
Links
https://id-ransomware.blogspot.co.il/2017/02/unlock26-ransomware.html

https://www.bleepingcomputer.com/news/security/new-raas-portal-preparing-to-spread-unlock26-
ransomware/

PicklesRansomware

This is most likely to affect English speaking users, since the note is written in English. English is
understood worldwide, thus anyone can be harmed. The hacker spread the virus using email spam,
fake updates, and harmful attachments. All your files are compromised including music, MS Office,

Open Office, pictures, videos, shared online files etc.. Python Ransomware

Table 87. Table References
Links
https://id-ransomware.blogspot.co.il/2017/02/pickles-ransomware.html

https://twitter.com/JakubKroustek/status/834821166116327425

VanguardERansomware

This is most likely to affect English speaking users, since the note is written in English. English is
understood worldwide, thus anyone can be harmed. The hacker spread the virus using email spam,
fake updates, and harmful attachments. All your files are compromised including music, MS Office,
Open Office, pictures, videos, shared online files etc.. This ransomware poses at MSOffice to fool
users into opening the infected file. GO Ransomware

Table 88. Table References

Links
https://id-ransomware.blogspot.co.il/2017/02/vanguard-ransomware.html

https://twitter.com/JAMESWT_MHT/status/834783231476166657
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PyL33TERansomware

This is most likely to affect English speaking users, since the note is written in English. English is
understood worldwide, thus anyone can be harmed. The hacker spread the virus using email spam,

fake updates, and harmful attachments. All your files are compromised including music, MS Office,

Open Office, pictures, videos, shared online files etc..

Table 89. Table References

Links
https://id-ransomware.blogspot.co.il/2017/02/pyl33t-ransomware.html
https:/itwitter.com/JanOfficial/status/834706668466405377

TrumpLocker Ransomware

This is most likely to affect English speaking users, since the note is written in English. English is
understood worldwide, thus anyone can be harmed. The hacker spread the virus using email spam,
fake updates, and harmful attachments. All your files are compromised including music, MS Office,
Open Office, pictures, videos, shared online files etc.. This is the old VenusLocker in disquise .To
delete shadow files wuse the following commend: C:\Windows\system32\wbem\wmic.exe
shadowcopy delete&exit  https://2.bp.blogspot.com/-8qliBHNE9yU/WK1mZn3Lgwl/AAAAAAAAD-M/
ZKI7_lwrlagYtlVO3HXaUrwitcowp5 NQCLcB/s1600/lock.jpg

Table 90. Table References

Links

https://lwww.bleepingcomputer.com/news/security/new-trump-locker-ransomware-is-a-fraud-just-
venuslocker-in-disguise/

https://id-ransomware.blogspot.co.il/2017/02/trumplocker.html

https://www.bleepingcomputer.com/news/security/the-week-in-ransomware-february-24th-2017-
trump-locker-macos-rw-and-cryptomix/

Damage Ransomware

This is most likely to affect English speaking users, since the note is written in English. English is
understood worldwide, thus anyone can be harmed. The hacker spread the virus using email spam,

fake updates, and harmful attachments. All your files are compromised including music, MS Office,

Open Office, pictures, videos, shared online files etc.. Written in Delphi

Table 91. Table References
Links
https://id-ransomware.blogspot.co.il/l2017/02/damage-ransomware.html

https://decrypter.emsisoft.com/damage

https:/twitter.com/demonslay335/status/835664067843014656
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https://decrypter.emsisoft.com/damage
https://twitter.com/demonslay335/status/835664067843014656

XYZWare Ransomware

This is most likely to affect English speaking users, since the note is written in English. English is
understood worldwide, thus anyone can be harmed. The hacker spread the virus using email spam,
fake updates, and harmful attachments. All your files are compromised including music, MS Office,
Open Office, pictures, videos, shared online files etc.. Based on HiddenTear

Table 92. Table References

Links

https://id-ransomware.blogspot.co.il/2017/02/xyzware-ransomware.html

https:/twitter.com/malwrhunterteam/status/833636006721122304

YouAreFuckedERansomware

This is most likely to affect English speaking users, since the note is written in English. English is
understood worldwide, thus anyone can be harmed. The hacker spread the virus using email spam,
fake updates, and harmful attachments. All your files are compromised including music, MS Office,

Open Office, pictures, videos, shared online files etc..

Table 93. Table References

Links

https://www.enigmasoftware.com/youarefuckedransomware-removal/

CryptConsole 2.0ERansomware

This is most likely to affect English speaking users, since the note is written in English. English is
understood worldwide, thus anyone can be harmed. The hacker spread the virus using email spam,
fake updates, and harmful attachments. All your files are compromised including music, MS Office,

Open Office, pictures, videos, shared online files etc..

Table 94. Table References

Links

https://id-ransomware.blogspot.co.il/2017/02/cryptconsole-2-ransomware.html

BarRax ERansomware

This is most likely to affect English speaking users, since the note is written in English. English is
understood worldwide, thus anyone can be harmed. The hacker spread the virus using email spam,
fake updates, and harmful attachments. All your files are compromised including music, MS Office,

Open Office, pictures, videos, shared online files etc.. Based on HiddenTear

BarRax ERansomware is also known as:

¥ BarRaxCrypt ERansomware
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Table 95. Table References
Links
https://id-ransomware.blogspot.co.il/2017/02/barraxcrypt-ransomware.html

https://twitter.com/demonslay335/status/835668540367777792

CryptoLocker by NTKERansomware

This is most likely to affect English speaking users, since the note is written in English. English is
understood worldwide, thus anyone can be harmed. The hacker spread the virus using email spam,

fake updates, and harmful attachments. All your files are compromised including music, MS Office,

Open Office, pictures, videos, shared online files etc..

Table 96. Table References

Links

https://id-ransomware.blogspot.co.il/2017/02/cryptolocker-by-ntk-ransomware.html

UserFilesLockerERansomware

This is most likely to affect English speaking users, since the note is written in English. English is
understood worldwide, thus anyone can be harmed. The hacker spread the virus using email spam,
fake updates, and harmful attachments. All your files are compromised including music, MS Office,

Open Office, pictures, videos, shared online files etc..

UserFilesLockerERansomware is also known as:
¥ CzechoSlovakERansomware

Table 97. Table References

Links

https://id-ransomware.blogspot.co.il/2017/02/userfileslocker-ransomware.html

AvastVirusinfoERansomware

This is most likely to affect English speaking users, since the note is written in English. English is
understood worldwide, thus anyone can be harmed. The hacker spread the virus using email spam,

fake updates, and harmful attachments. All your files are compromised including music, MS Office,

Open Office, pictures, videos, shared online files etc.. PAYING RANSOM IS USELESS, YOUR FILES
WILL NOT BE FIXED. THE DAMAGE IS PERMENENT!!!!

Table 98. Table References

Links
https://id-ransomware.blogspot.co.il/2017_03 01 archive.html

https://id-ransomware.blogspot.co.il/2017/03/avastvirusinfo-ransomware.html
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FabSysCrypto Ransomware

This is most likely to affect English speaking users, since the note is written in English. English is
understood worldwide, thus anyone can be harmed. The hacker spread the virus using email spam,
fake updates, and harmful attachments. All your files are compromised including music, MS Office,
Open Office, pictures, videos, shared online files etc..

Table 99. Table References

Links

https://id-ransomware.blogspot.co.il/2017/03/fabsyscrypto-ransomware.html

SuchSecurityfERansomware

This is most likely to affect English speaking users, since the note is written in English. English is
understood worldwide, thus anyone can be harmed. The hacker spread the virus using email spam,
fake updates, and harmful attachments. All your files are compromised including music, MS Office,

Open Office, pictures, videos, shared online files etc..

Table 100. Table References

Links

https://id-ransomware.blogspot.co.il/2017/03/suchsecurity-ransomware.html

PleaseRead Ransomware

ItOs directed to English speaking users, therefore is able to infect worldwide. It is spread using email
spam, fake updates, attachments and so on. It encrypts all your files, including: music, MS Office,
Open Office, pictures, videos, shared online files etc..

PleaseRead Ransomware is also known as:
¥ VHDLocker Ransomware

Table 101. Table References
Links

https://id-ransomware.blogspot.co.il/2017/02/vhd-ransomware.html

Kasiski Ransomware

ItOs directed to English speaking users, therefore is able to infect worldwide. It is spread using email
spam, fake updates, attachments and so on. It encrypts all your files, including: music, MS Office,
Open Office, pictures, videos, shared online files etc..

Table 102. Table References

Links

https://id-ransomware.blogspot.co.il/2017/02/kasiski-ransomware.html
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https://twitter.com/MarceloRivero/status/832302976744173570

https://lwww.bleepingcomputer.com/news/security/the-week-in-ransomware-february-17th-2017-
live-hermes-reversing-and-scada-poc-ransomware/

Fake Locky Ransomware

ItOs directed to English speaking users, therefore is able to infect worldwide. It is spread using email
spam, fake updates, attachments and so on. It encrypts all your files, including: music, MS Office,
Open Office, pictures, videos, shared online files etc..

Fake Locky Ransomware is also known as:
¥ Locky Impersonator Ransomware

Table 103. Table References

Links
https://www.bleepingcomputer.com/news/security/the-locky-ransomware-encrypts-local-files-and-
unmapped-network-shares/

https://id-ransomware.blogspot.co.il/2017/02/locky-impersonator.html

https://lwww.bleepingcomputer.com/news/security/locky-ransomware-switches-to-thor-extension-
after-being-a-bad-malware/

CryptoShield 1.0 Ransomware

ItOs directed to English speaking users, therefore is able to infect worldwide. It is spread using email
spam, fake updates, attachments and so on. It encrypts all your files, including: music, MS Office,
Open Office, pictures, videos, shared online files etc.. CryptoShield 1.0 is a ransomware from the

CryptoMix family.
Table 104. Table References

Links
https://id-ransomware.blogspot.co.il/2017/02/cryptoshield-2-ransomware.html

https://lwww.bleepingcomputer.com/news/security/cryptomix-variant-named-cryptoshield-1-0-
ransomware-distributed-by-exploit-kits/

Hermes Ransomware

1tOs directed to English speaking users, therefore is able to infect worldwide. It is spread using email
spam, fake updates, attachments and so on. It encrypts all your files, including: music, MS Office,
Open Office, pictures, videos, shared online files etc.. Filemarker: "HERMES"

Table 105. Table References

Links
https://id-ransomware.blogspot.co.il/2017/02/hermes-ransomware.html

34


https://twitter.com/MarceloRivero/status/832302976744173570
https://www.bleepingcomputer.com/news/security/the-week-in-ransomware-february-17th-2017-live-hermes-reversing-and-scada-poc-ransomware/
https://www.bleepingcomputer.com/news/security/the-week-in-ransomware-february-17th-2017-live-hermes-reversing-and-scada-poc-ransomware/
https://www.bleepingcomputer.com/news/security/the-locky-ransomware-encrypts-local-files-and-unmapped-network-shares/
https://www.bleepingcomputer.com/news/security/the-locky-ransomware-encrypts-local-files-and-unmapped-network-shares/
https://id-ransomware.blogspot.co.il/2017/02/locky-impersonator.html
https://www.bleepingcomputer.com/news/security/locky-ransomware-switches-to-thor-extension-after-being-a-bad-malware/
https://www.bleepingcomputer.com/news/security/locky-ransomware-switches-to-thor-extension-after-being-a-bad-malware/
https://id-ransomware.blogspot.co.il/2017/02/cryptoshield-2-ransomware.html
https://www.bleepingcomputer.com/news/security/cryptomix-variant-named-cryptoshield-1-0-ransomware-distributed-by-exploit-kits/
https://www.bleepingcomputer.com/news/security/cryptomix-variant-named-cryptoshield-1-0-ransomware-distributed-by-exploit-kits/
https://id-ransomware.blogspot.co.il/2017/02/hermes-ransomware.html

https://www.bleepingcomputer.com/news/security/the-week-in-ransomware-february-17th-2017-
live-hermes-reversing-and-scada-poc-ransomware/

https://www.bleepingcomputer.com/forums/t/642019/hermes-ransomware-help-support-decrypt-
informationhtml/

https://www.bleepingcomputer.com/news/security/hermes-ransomware-decrypted-in-live-video-
by-emsisofts-fabian-wosar/

LovelLock RansomwareEor Love2Lock Ransomware

1tOs directed to English speaking users, therefore is able to infect worldwide. It is spread using email
spam, fake updates, attachments and so on. It encrypts all your files, including: music, MS Office,
Open Office, pictures, videos, shared online files etc..

Table 106. Table References

Links

https://id-ransomware.blogspot.co.il/2017/02/lovelock-ransomware.html

Wcry Ransomware

ItOs directed to English speaking users, therefore is able to infect worldwide. It is spread using email
spam, fake updates, attachments and so on. It encrypts all your files, including: music, MS Office,
Open Office, pictures, videos, shared online files etc..

Table 107. Table References

Links

https://id-ransomware.blogspot.co.il/2017/02/wcry-ransomware.html

DUMB Ransomware

ItOs directed to English speaking users, therefore is able to infect worldwide. It is spread using email
spam, fake updates, attachments and so on. It encrypts all your files, including: music, MS Office,
Open Office, pictures, videos, shared online files etc..

Table 108. Table References

Links

https://id-ransomware.blogspot.co.il/l2017/02/dumb-ransomware.html

https://twitter.com/bleepincomputer/status/816053140147597312?lang=en

X-Files

1tOs directed to English speaking users, therefore is able to infect worldwide. It is spread using email
spam, fake updates, attachments and so on. It encrypts all your files, including: music, MS Office,
Open Office, pictures, videos, shared online files etc..
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Table 109. Table References
Links
https://id-ransomware.blogspot.co.il/2017_02_01_archive.html

https://id-ransomware.blogspot.co.il/2017/02/x-files-ransomware.html

Polski Ransomware

ItOs directed to English speaking users, therefore is able to infect worldwide. It is spread using email
spam, fake updates, attachments and so on. It encrypts all your files, including: music, MS Office,
Open Office, pictures, videos, shared online files etc.. The Ransom is 249% and the hacker demands
that the victim gets in contact through e-mail and a Polish messenger called Gadu-Gadu.

Table 110. Table References

Links

https://id-ransomware.blogspot.co.il/2017/02/polski-ransomware.html

YourRansom Ransomware

1tOs directed to English speaking users, therefore is able to infect worldwide. It is spread using email
spam, fake updates, attachments and so on. It encrypts all your files, including: music, MS Office,
Open Office, pictures, videos, shared online files etc.. This hacker demands that the victim contacts
him through email and decrypts the files for FREE.(moreinfo in the link below)

Table 111. Table References
Links
https://id-ransomware.blogspot.co.il/2017/02/yourransom-ransomware.html

https://www.bleepingcomputer.com/news/security/yourransom-is-the-latest-in-a-long-line-of-
prank-and-educational-ransomware/

https://twitter.com/_ddoxer/status/827555507741274113

Ranion RaasRansomware

ItOs directed to English speaking users, therefore is able to infect worldwide. It is spread using email
spam, fake updates, attachments and so on. It encrypts all your files, including: music, MS Office,
Open Office, pictures, videos, shared online files etc.. Ranion Raas gives the opportunity to regular
people to buy and distribute ransomware for a very cheap price. (More info in the link below). RaaS
service

Table 112. Table References

Links
https://id-ransomware.blogspot.co.il/2017/02/ranion-raas.html

https://lwww.bleepingcomputer.com/news/security/ranion-ransomware-as-a-service-available-on-
the-dark-web-for-educational-purposes/
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Potato Ransomware

Wants a ransom to get the victimOs files back . Originated in English. Spread worldwide.

Table 113. Table References

Links

https://id-ransomware.blogspot.co.il/2017/01/polato-ransomware.htmi

of Ransomware: OpenToYou (Formerly known as
OpenToDecrypt)

This ransomware is originated in English, therefore could be used worldwide. Ransomware is
spread with the help of email spam, fake ads, fake updates, infected install files.
Table 114. Table References

Links

https://id-ransomware.blogspot.co.il/2017/01/opentodecrypt-ransomware.html

RansomPlus

Author of this ransomware is sergej. Ransom is 0.25 bitcoins for the return of files. Originated in
English. Used worldwide. This ransomware is spread with the help of email spam, fake ads, fake
updates, infected install files.

Table 115. Table References

Links
http://www.2-spyware.com/remove-ransomplus-ransomware-virus.html
https://id-ransomware.blogspot.co.il/2017/01/ransomplus-ransomware.html

https://twitter.com/jiriatvirlab/status/825411602535088129

CryptConsole

This ransomware does not actually encrypt your file, but only changes the names of your files, just
like Globe Ransomware. This ransomware is spread with the help of email spam, fake ads, fake
updates, infected install files

Table 116. Table References

Links
https://id-ransomware.blogspot.co.il/l2017/01/cryptconsole-ransomware.html

https://www.bleepingcomputer.com/forums/t/638344/cryptconsole-uncrypteoutlookcom-support-
topic-how-decrypt-fileshta/

https://twitter.com/PolarToffee/status/824705553201057794
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ZXZ Ramsomware

Originated in English, could affect users worldwide, however so far only reports from Saudi Arabia.
The malware name founded by a windows server tools is called win32/wagcrypt.A
Table 117. Table References

Links

https://lwww.bleepingcomputer.com/forums/t/638191/zxz-ransomware-support-help-topic-
zxz/?hl=%2Bzxz#entry4168310

https://id-ransomware.blogspot.co.il/2017/01/zxz-ransomware.html

VxLock Ransomware

Developed in Visual Studios in 2010. Original name is VxCrypt. This ransomware encrypts your
files, including photos, music, MS office, Open Office, PDFE etc
Table 118. Table References

Links

https://id-ransomware.blogspot.co.il/l2017/01/vxlock-ransomware.html

FunFact Ransomware

Funfact uses an open code for GNU Privacy Guard (GnuPG), then asks to email them to find out the
amout of bitcoin to send (to receive a decrypt code). Written in English, can attach all over the
world. The ransom is 1.22038 BTC, which is 1100USD.

Table 119. Table References

Links

https://id-ransomware.blogspot.co.il/2017/01/funfact.html

http://www.enigmasoftware.com/funfactransomware-removal/

ZekwaCrypt Ransomware

First spotted in May 2016, however made a big comeback in January 2017. 1tOs directed to English
speaking users, therefore is able to infect worldwide. Ransomware is spread with the help of email
spam, fake ads, fake updates, infected install files.

Table 120. Table References

Links

https://id-ransomware.blogspot.co.il/2016/06/zekwacrypt-ransomware.html

http://www.2-spyware.com/remove-zekwacrypt-ransomware-virus.htmi
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Sage 2.0 Ransomware

ItOs directed to English speaking users, therefore is able to infect worldwide. This ransomware
attacks your MS Office by offering a Micro to help with your program, but instead incrypts all your
files if the used id not protected. Predecessor CryLocker

Table 121. Table References
Links
https://id-ransomware.blogspot.co.il/2017/01/sage-2-ransomware.html
https://isc.sans.edu/forums/diary/Sage+20+Ransomware/21959/
http://www.securityweek.com/sage-20-ransomware-demands-2000-ransom

https://www.bleepingcomputer.com/news/security/sage-2-0-ransomware-gearing-up-for-possible-
greater-distribution/

https://lwww.govcert.admin.ch/blog/27/sage-2.0-comes-with-ip-generation-algorithm-ipga

CloudSword Ransomware

ItOs directed to English speaking users, therefore is able to infect worldwide. Uses the name
OWindow UpdateO to confuse its victims. Then imitates the window update process , while turning
off the Window Startup Repair and changes the BootStatusPolicy using these commands:
bcdedit.exe /set {default} recoveryenabled NoEbcdedit.exe /set {default} bootstatuspolicy

ignoreallfailures
Table 122. Table References

Links
https://id-ransomware.blogspot.co.il/2017/01/cloudsword.html
http://bestsecuritysearch.com/cloudsword-ransomware-virus-removal-steps-protection-updates/

https://twitter.com/BleepinComputer/status/822653335681593345

DN

ItOs directed to English speaking users, therefore is able to infect worldwide. Uses the name
OChrome UpdateO to confuse its victims. Then imitates the chrome update process ,while encrypting
the files. DO NOT pay the ransom, since YOUR COMPUTER WILL NOT BE RESTORED FROM THIS

MALWARE!!
DN is also known as:
¥ Fake

Table 123. Table References

Links
https://id-ransomware.blogspot.co.il/2017/01/dn-donotopen.html
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GarryWeber Ransomware

ItOs directed to English speaking users, therefore is able to infect worldwide. Its original name is
FileSpy and FileSpy Application. It is spread using email spam, fake updates, infected attachments
and so on. It encryps all your files, including: music, MS Office, Open Office, pictures etc..

Table 124. Table References

Links
https://id-ransomware.blogspot.co.il/2017/01/garryweber.html

Satan Ransomware

ItOs directed to English speaking users, therefore is able to infect worldwide. Its original name is
RAAS RANSOMWARE. It is spread using email spam, fake updates, infected attachments and so on.

It encryps all your files, including: music, MS Office, Open Office, pictures etc.. This ransomware
promotes other to download viruses and spread them as ransomware to infect other users and

keep 70% of the ransom. (leaving the other 30% to Satan)  https://3.bp.blogspot.com/-7fwX40eYL18/
WH-tfpNjDgl/AAAAAAAADPK/KVP_jiBIROgENCMYhb324mfzIFFpiaOwACLcB/s1600/site-raas.gif RaaS

Table 125. Table References
Links
https://id-ransomware.blogspot.co.il/l2017/01/satan-raas.html

https://www.bleepingcomputer.com/forums/t/637811/satan-ransomware-help-support-topic-stn-
extension-help-decrypt-fileshtml/

https://lwww.bleepingcomputer.com/news/security/the-week-in-ransomware-january-20th-2017-
satan-raas-spora-locky-and-more/

https://www.bleepingcomputer.com/news/security/new-satan-ransomware-available-through-a-
ransomware-as-a-service-/

https://twitter.com/XylitOl/status/821757718885236740

Havoc

1tOs directed to English speaking users, therefore is able to infect worldwide. It is spread using email
spam, fake updates, infected attachments and so on. It encrypts all your files, including: music, MS
Office, Open Office, pictures , videos, shared online files etc..

Havoc is also known as:
¥ HavocCrypt Ransomware

Table 126. Table References

Links

https://id-ransomware.blogspot.co.il/l2017/01/havoc-ransomware.html
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CryptoSweetTooth Ransomware

1tOs directed to English speaking users, therefore is able to infect worldwide. It is spread using email
spam, fake updates, attachments and so on. It encrypts all your files, including: music, MS Office,
Open Office, pictures, videos, shared online files etc.. Its fake name is Bitcoin and makerOs name is
Santiago. Work of the encrypted requires the user to have .NET Framework 4.5.2. on his computer.

Table 127. Table References

Links
https://id-ransomware.blogspot.co.il/2017/01/cryptosweettooth.html

http://sensorstechforum.com/remove-cryptosweettooth-ransomware-restore-locked-files/

Kaandsona Ransomware

ItOs directed to English speaking users, therefore is able to infect worldwide. It is spread using email
spam, fake updates, attachments and so on. It encrypts all your files, including: music, MS Office,
Open Office, pictures, videos, shared online files etc.. The word Kaandsona is Estonian, therefore
the creator is probably from Estonia. Crashes before it encrypts

Kaandsona Ransomware is also known as:

¥ RansomTroll Ransomware

¥ Kaandsbna Ransomware

Table 128. Table References

Links
https://id-ransomware.blogspot.co.il/2017/01/kaandsona-ransomtroll.html

https://twitter.com/BleepinComputer/status/819927858437099520

Lambdalocker Ransomware

ItOs directed to English and Chinese speaking users, therefore is able to infect worldwide. It is
spread using email spam, fake updates, attachments and so on. It encrypts all your files, including:
music, MS Office, Open Office, pictures, videos, shared online files etc.. Python Ransomware

Table 129. Table References

Links
https://id-ransomware.blogspot.co.il/2017/01/lambdalocker.html

http://cfoc.org/how-to-restore-files-affected-by-the-lambdalocker-ransomware/

NMoreia 2.0 Ransomware

ItOs directed to English speaking users, therefore is able to infect worldwide. It is spread using email
spam, fake updates, attachments and so on. It encrypts all your files, including: music, MS Office,

41


https://id-ransomware.blogspot.co.il/2017/01/cryptosweettooth.html
http://sensorstechforum.com/remove-cryptosweettooth-ransomware-restore-locked-files/
https://id-ransomware.blogspot.co.il/2017/01/kaandsona-ransomtroll.html
https://twitter.com/BleepinComputer/status/819927858437099520
https://id-ransomware.blogspot.co.il/2017/01/lambdalocker.html
http://cfoc.org/how-to-restore-files-affected-by-the-lambdalocker-ransomware/

Open Office, pictures, videos, shared online files etc..
NMoreia 2.0 Ransomware is also known as:
¥ HakunaMatataRansomware

Table 130. Table References
Links
https://id-ransomware.blogspot.co.il/l2017/01/hakunamatata.html

https://id-ransomware.blogspot.co.il/2016_03_01_archive.html

Marlboro Ransomware

ItOs directed to English speaking users, therefore is able to infect worldwide. It is spread using email
spam, fake updates, attachments and so on. It encrypts all your files, including: music, MS Office,
Open Office, pictures, videos, shared online files etc.. Ransom is .2 bitcoin, however there is no
point of even trying to pay, since this damage is irreversible. Once the ransom is paid the hacker
does not return decrypt the files. Another name is DeMarlboro and it is written in language C++.
Pretend to encrypt using RSA-2048 and AES-128 (really itOs just XOR)

Table 131. Table References
Links
https://id-ransomware.blogspot.co.il/2017/01/marlboro.html

https://decrypter.emsisoft.com/marlboro

https://www.bleepingcomputer.com/news/security/marlboro-ransomware-defeated-in-one-day/

Spora Ransomware

ItOs directed to English speaking users, therefore is able to infect worldwide. It is spread using email
spam, fake updates, attachments and so on. It encrypts all your files, including: music, MS Office,
Open Office, pictures, videos, shared online files etc.. Sample of a spam email with a viral
attachment: https://4.bp.blogspot.com/-KkIXiHG80S0/WHX4TBpkaml/AAAAAAAADDg/
F_bN796ndMYnzfUsgSWMXhRxFf3lc-HtACLcB/s1600/spam-email.png

Table 132. Table References

Links
https://id-ransomware.blogspot.co.il/l2017/01/spora-ransomware.html
https://blog.gdatasoftware.com/2017/01/29442-spora-worm-and-ransomware

http://blog.emsisoft.com/2017/01/10/from-darknet-with-love-meet-spora-ransomware/

CryptoKill Ransomware

ItOs directed to English speaking users, therefore is able to infect worldwide. It is spread using email
spam, fake updates, attachments and so on. It encrypts all your files, including: music, MS Office,
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Open Office, pictures, videos, shared online files etc.. The files get encrypted, but the decrypt key is
not available. NO POINT OF PAYING THE RANSOM, THE FILES WILL NOT BE RETURNED.

Table 133. Table References

Links

https://id-ransomware.blogspot.co.il/2017/02/cryptokill-ransomware.html

All_Your_DocumentsERansomware

1tOs directed to English speaking users, therefore is able to infect worldwide. It is spread using email
spam, fake updates, attachments and so on. It encrypts all your files, including: music, MS Office,
Open Office, pictures, videos, shared online files etc..

Table 134. Table References

Links

https://id-ransomware.blogspot.co.il/2017/02/allyourdocuments-ransomware.html

SerbRansom 2017 Ransomware

1tOs directed to English speaking users, therefore is able to infect worldwide. It is spread using email
spam, fake updates, attachments and so on. It encrypts all your files, including: music, MS Office,
Open Office, pictures, videos, shared online files etc.. The ransom is 500% in bitcoins. The name of
the hacker is R4z0rx0Or Serbian Hacker.

Table 135. Table References
Links
https://id-ransomware.blogspot.co.il/l2017/02/serbransom-2017.html

https://www.bleepingcomputer.com/news/security/ultranationalist-developer-behind-serbransom-
ransomware/

https://www.bleepingcomputer.com/news/security/the-week-in-ransomware-february-10th-2017-
serpent-spora-id-ransomware/

https://twitter.com/malwrhunterteam/status/830116190873849856

Fadesoft Ransomware

ItOs directed to English speaking users, therefore is able to infect worldwide. It is spread using email
spam, fake updates, attachments and so on. It encrypts all your files, including: music, MS Office,
Open Office, pictures, videos, shared online files etc.. The ransom is 0.33 bitcoins.

Table 136. Table References

Links
https://id-ransomware.blogspot.co.il/2017/02/fadesoft-ransomware.html

https://twitter.com/malwrhunterteam/status/829768819031805953
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https://twitter.com/malwrhunterteam/status/838700700586684416

HugeMe Ransomware

ItOs directed to English speaking users, therefore is able to infect worldwide. It is spread using email
spam, fake updates, attachments and so on. It encrypts all your files, including: music, MS Office,
Open Office, pictures, videos, shared online files etc..

Table 137. Table References

Links
https://id-ransomware.blogspot.co.il/2017/02/hugeme-ransomware.htmi
https://www.ozbargain.com.au/node/228888?page=3

https://id-ransomware.blogspot.co.il/2016/04/magic-ransomware.html

DynA-Crypt Ransomware

1tOs directed to English speaking users, therefore is able to infect worldwide. It is spread using email
spam, fake updates, attachments and so on. It encrypts all your files, including: music, MS Office,
Open Office, pictures, videos, shared online files etc..

DynA-Crypt Ransomware is also known as:
¥ DynA CryptoLocker Ransomware

Table 138. Table References

Links
https://id-ransomware.blogspot.co.il/2017/02/dyna-crypt-ransomware.html

https://lwww.bleepingcomputer.com/news/security/dyna-crypt-not-only-encrypts-your-files-but-
also-steals-your-info/

Serpent 2017 Ransomware

1tOs directed to English speaking users, therefore is able to infect worldwide. It is spread using email
spam, fake updates, attachments and so on. It encrypts all your files, including: music, MS Office,
Open Office, pictures, videos, shared online files etc..

Serpent 2017 Ransomware is also known as:
¥ Serpent DanishERansomware

Table 139. Table References

Links

https://id-ransomware.blogspot.co.il/2017/02/serpent-danish-ransomware.html
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Erebus 2017 Ransomware

1tOs directed to English speaking users, therefore is able to infect worldwide. It is spread using email
spam, fake updates, attachments and so on. It encrypts all your files, including: music, MS Office,
Open Office, pictures, videos, shared online files etc..

Table 140. Table References
Links
https://id-ransomware.blogspot.co.il/2017/02/erebus-2017-ransomware.html

https://lwww.bleepingcomputer.com/news/security/erebus-ransomware-utilizes-a-uac-bypass-and-
request-a-90-ransom-payment/

Cyber Drill Exercise

ItOs directed to English speaking users, therefore is able to infect worldwide. It is spread using email
spam, fake updates, attachments and so on. It encrypts all your files, including: music, MS Office,
Open Office, pictures, videos, shared online files etc..

Cyber Dirill Exercise is also known as:
¥ Ransomuhahawhere

Table 141. Table References

Links

https://id-ransomware.blogspot.co.il/2017/02/ransomuhahawhere.html

Cancer Ransomware FAKE

ItOs directed to English speaking users, therefore is able to infect worldwide. It is spread using email
spam, fake updates, attachments and so on. This is a trollware that does not encrypt your files but
makes your computer act crazy (like in the video in the link below). It is meant to be annoying and
it is hard to erase from your PC, but possible.

Table 142. Table References
Links
https://id-ransomware.blogspot.co.il/2017/02/cancer-ransomware.html

https://lwww.bleepingcomputer.com/news/security/watch-your-computer-go-bonkers-with-cancer-
trollware/

UpdateHost Ransomware

ItOs directed to English speaking users, therefore is able to infect worldwide. It is spread using email
spam, fake updates, attachments and so on. It encrypts all your files, including: music, MS Office,
Open Office, pictures, videos, shared online files etc.. Poses as Microsoft Copyright 2017 and

requests ransom in bitcoins.
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Table 143. Table References

Links
https://id-ransomware.blogspot.co.il/2017/02/updatehost-ransomware.html

https://lwww.bleepingcomputer.com/startups/Windows_Update_Host-16362.html

Nemesis Ransomware

ItOs directed to English speaking users, therefore is able to infect worldwide. It is spread using email
spam, fake updates, attachments and so on. It encrypts all your files, including: music, MS Office,
Open Office, pictures, videos, shared online files etc.. Ransom is 10 bitcoins.

Table 144. Table References

Links

https://id-ransomware.blogspot.co.il/l2017/01/nemesis-ransomware.htmi

Evil Ransomware

1tOs directed to English speaking users, therefore is able to infect worldwide. It is spread using email
spam, fake updates, attachments and so on. It encrypts all your files, including: music, MS Office,
Open Office, pictures, videos, shared online files etc.. Domain KZ is used, therefore it is assumed
that the decrypter is from Kazakhstan. Coded in Javascript

Evil Ransomware is also known as:
¥ FileOLocked KZERansomware

Table 145. Table References

Links
https://id-ransomware.blogspot.co.il/2017/01/evil-ransomware.html
http://www.enigmasoftware.com/evilransomware-removal/
http://usproins.com/evil-ransomware-is-lurking/
https:/itwitter.com/jiriatvirlab/status/818443491713884161
https://twitter.com/PolarToffee/status/826508611878793219

Ocelot Ransomware (FAKE RANSOMWARE)

ItOs directed to English speaking users, therefore is able to infect worldwide. This is a fake
ransomware. Your files are not really encrypted, however the attacker does ask for a ransom of .03
bitcoins. It is still dangerous even though it is fake, he still go through to your computer.

Ocelot Ransomware (FAKE RANSOMWARE) is also known as:
¥ Ocelot Locker Ransomware

Table 146. Table References
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Links
https://id-ransomware.blogspot.co.il/l2017/01/ocelot-ransomware.html

https://twitter.com/malwrhunterteam/status/817648547231371264

SkyName Ransomware

ItOs directed to Czechoslovakianspeaking users. It is spread using email spam, fake updates,
attachments and so on. It encrypts all your files, including: music, MS Office, Open Office, pictures,

videos, shared online files etc.. Based on HiddenTear
SkyName Ransomware is also known as:
¥ Blablabla Ransomware

Table 147. Table References
Links
https://id-ransomware.blogspot.co.il/2017/01/skyname-ransomware.htmi

https:/twitter.com/malwrhunterteam/status/817079028725190656

MafiaWare Ransomware

1tOs directed to English speaking users, therefore is able to infect worldwide. It is spread using email

spam, fake updates, attachments and so on. It encrypts all your files, including: music, MS Office,
Open Office, pictures, videos, shared online files etc.. Ransom is 155% inbitcoins. Creator of

ransomware is called Mafia. Based on HiddenTear
MafiaWare Ransomware is also known as:
¥ Depsex Ransomware

Table 148. Table References

Links
https://id-ransomware.blogspot.co.il/2017/01/mafiaware.html

https://lwww.bleepingcomputer.com/news/security/the-week-in-ransomware-january-6th-2017-
fsociety-mongodb-pseudo-darkleech-and-more/

https:/itwitter.com/BleepinComputer/status/817069320937345024

Globe3 Ransomware

1tOs directed to English speaking users, therefore is able to infect worldwide. It is spread using email
spam, fake updates, attachments and so on. It encrypts all your files, including: music, MS Office,
Open Office, pictures, videos, shared online files etc.. Ransom is 3 bitcoins. Extesion depends on the

config file. It seems Globe is a ransomware Kkit.

Globe3 Ransomware is also known as:

a7
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¥ Purge Ransomware

Table 149. Table References

Links
https://id-ransomware.blogspot.co.il/2017/01/globe3-ransomware.html

https://lwww.bleepingcomputer.com/forums/t/624518/globe-ransomware-help-and-support-purge-
extension-how-to-restore-fileshta/

https://www.bleepingcomputer.com/news/security/the-globe-ransomware-wants-to-purge-your-
files/

https://decryptors.blogspot.co.il/2017/01/globe3-decrypter.html

https://decrypter.emsisoft.com/globe3

BleedGreen Ransomware

1tOs directed to English speaking users, therefore is able to infect worldwide. It is spread using email
spam, fake updates, attachments and so on. It encrypts all your files, including: music, MS Office,
Open Office, pictures, videos, shared online files etc.. Ransom is 500$ in bitcoins. Requires .NET
Framework 4.0. Gets into your startup system and sends you notes like the one below:
https://4.bp.blogspot.com/-xrr6aoB_giw/WG1UrGpmZJI/AAAAAAAAC-Q/
KtKdQP6iLY4LHaHgudF5dKs6i1JHQOBmMgCLcB/s1600/greenl.jpg

BleedGreen Ransomware is also known as:
¥ FireCrypt Ransomware

Table 150. Table References
Links
https://id-ransomware.blogspot.co.il/l2017/01/bleedgreen-ransomware.html

https://lwww.bleepingcomputer.com/news/security/firecrypt-ransomware-comes-with-a-ddos-
component/

BTCamant Ransomware

1tOs directed to English speaking users, therefore is able to infect worldwide. It is spread using email
spam, fake updates, attachments and so on. It encrypts all your files, including: music, MS Office,
Open Office, pictures, videos, shared online files etc.. Original hame is Mission 1996 or Mission:

OlmpossibleO (1996) (like the movie)

Table 151. Table References

Links
https://id-ransomware.blogspot.co.il/l2017/01/btcamant.html
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X3M Ransomware

1tOs directed to English speaking users, therefore is able to infect worldwide. It is spread using email
spam, fake updates, attachments and so on. It encrypts all your files, including: music, MS Office,
Open Office, pictures, videos, shared online files etc.. It is also possible to break in using RDP
Windows with the help of Pass-the-Hash system, PuUTTY, mRemoteNG, TightYNC, Chrome Remote
Desktop, modified version of TeamViewer, AnyDesk, AmmyyAdmin, LiteManager, Radmin and
others. Ransom is 700$ in Bitcoins.

Table 152. Table References

Links

https://id-ransomware.blogspot.co.il/2017/01/x3m-ransomware.html

GOG Ransomware

ItOs directed to English speaking users, therefore is able to infect worldwide. It is spread using email
spam, fake updates, attachments and so on. It encrypts all your files, including: music, MS Office,
Open Office, pictures, videos, shared online files etc..

Table 153. Table References

Links

https://id-ransomware.blogspot.co.il/l2017/01/gog-ransomware.html

https://twitter.com/BleepinComputer/status/816112218815266816

EdgelLocker

1tOs directed to English speaking users, therefore is able to infect worldwide. It is spread using email
spam, fake updates, attachments and so on. It encrypts all your files, including: music, MS Office,
Open Office, pictures, videos, shared online files etc.. Ransom is 0.1 Bitcoins. Original name is
TrojanRansom.

Table 154. Table References

Links
https://id-ransomware.blogspot.co.il/2017/01/edgelocker-ransomware.html

https://twitter.com/BleepinComputer/status/815392891338194945

Red Alert

ItOs directed to English speaking users, therefore is able to infect worldwide. It is spread using email
spam, fake updates, attachments and so on. It encrypts all your files, including: music, MS Office,
Open Office, pictures, videos, shared online files etc.. Fake name: Microsoft Corporation. Based on
HiddenTear

Table 155. Table References
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https://id-ransomware.blogspot.co.il/2017/01/x3m-ransomware.html
https://id-ransomware.blogspot.co.il/2017/01/gog-ransomware.html
https://twitter.com/BleepinComputer/status/816112218815266816
https://id-ransomware.blogspot.co.il/2017/01/edgelocker-ransomware.html
https://twitter.com/BleepinComputer/status/815392891338194945

Links
https://id-ransomware.blogspot.co.il/l2017/01/red-alert-ransomware.html

https://twitter.com/JaromirHorejsi/status/815557601312329728

First

ItOs directed to English speaking users, therefore is able to infect worldwide. It is spread using email
spam, fake updates, attachments and so on. It encrypts all your files, including: music, MS Office,
Open Office, pictures, videos, shared online files etc..

Table 156. Table References

Links

https://id-ransomware.blogspot.co.il/2017/01/first-ransomware.html

XCrypt Ransomware

1tOs directed to English speaking users, therefore is able to infect worldwide. It is spread using email
spam, fake updates, attachments and so on. It encrypts all your files, including: music, MS Office,
Open Office, pictures, videos, shared online files etc.. Written on Delphi. The user requests the
victim to get in touch with him through ICQ to get the ransom and return the files.

Table 157. Table References

Links
https://id-ransomware.blogspot.co.il/2017/01/xcrypt-ransomware.html

https://twitter.com/JakubKroustek/status/825790584971472902

7Zipper Ransomware

ItOs directed to English speaking users, therefore is able to infect worldwide. It is spread using email
spam, fake updates, attachments and so on. It encrypts all your files, including: music, MS Office,
Open Office, pictures, videos, shared online files etc..

Table 158. Table References

Links

https://id-ransomware.blogspot.co.il/l2017/01/7zipper-ransomware.html

https://1.bp.blogspot.com/-CIMOLCPjQuk/WI-BgHTpdNI/AAAAAAAADCc8/IYEQ8-pcImsXIntuP-MMdE-
pohVncxTXQCLcB/s1600/7-zip-logo.png

Zyka Ransomware

1tOs directed to English speaking users, therefore is able to infect worldwide. It is spread using email
spam, fake updates, attachments and so on. It encrypts all your files, including: music, MS Office,
Open Office, pictures, videos, shared online files etc.. Ransom is 170$ or EUR in Bitcoins.
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Table 159. Table References

Links

https://id-ransomware.blogspot.co.il/l2017/01/zyka-ransomware.html
https://www.pcrisk.com/removal-guides/10899-zyka-ransomware
https://download.bleepingcomputer.com/demonslay335/StupidDecrypter.zip
https://twitter.com/GrujaRS/status/826153382557712385

SureRansom Ransomeware (Fake)

ItOs directed to English speaking users, therefore is able to strike worldwide. This ransomware does
not really encrypt your files. Ransom requested is £50 using credit card.

Table 160. Table References
Links
https://id-ransomware.blogspot.co.il/l2017/01/sureransom-ransomware.html

http://www.forbes.com/sites/leemathews/2017/01/27/fake-ransomware-is-tricking-people-into-
paying/#777faed0381c

Netflix Ransomware

ItOs directed to English speaking users, therefore is able to infect worldwide. It is spread using email
spam, fake updates, attachments and so on. It encrypts all your files, including: music, MS Office,
Open Office, pictures, videos, shared online files etc.. This ransomware uses the known online
library as a decoy. It poses as Netflix Code generator for Netflix login, but instead encrypts your
files. The ransom is 100$ in Bitcoins.

Table 161. Table References

Links

https://id-ransomware.blogspot.co.il/2017/01/netflix-ransomware.html
http://blog.trendmicro.com/trendlabs-security-intelligence/netflix-scam-delivers-ransomware/

https://www.bleepingcomputer.com/news/security/rogue-netflix-app-spreads-netix-ransomware-
that-targets-windows-7-and-10-users/

http://www.darkreading.com/attacks-breaches/netflix-scam-spreads-ransomware/d/d-id/1328012

https://4.bp.blogspot.com/-bQQ4DTICIVA/WJICIh6Ug2nl/AAAAAAAADTY/
hB5HcjuGgh8rRIKeLHo IRz3Ezth22-wCEw/s1600/form1.jpg[ https://4.bp.blogspot.com/-bQQ4DTICIVA/
WJCIh6Uqg2nl/AAAAAAAADTY/hB5HCcjuGgh8rRIKeLHo [IRz3Ezth22-wCEw/s1600/forml.jpg]

https://4.bp.blogspot.com/-
ZnWdPDprJOg/WJCPeCtP4HI/AAAAAAAADIW/KROIflLnaSWTAWSUOPIwW8ZCPrOtSIz1CgCLcB/s1600/n

etflix-akk.png

CryptoShield 1.0 Ransomware

ItOs directed to English speaking users, therefore is able to infect worldwide. It is spread using email
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spam, fake updates, attachments and so on. It encrypts all your files, including: music, MS Office,
Open Office, pictures, videos, shared online files etc.. CryptoShield 1.0 is a ransomware from the
CryptoMixfamily.

Table 162. Table References
Links
https://id-ransomware.blogspot.co.il/l2017/01/cryptoshield-ransomware.html

https://www.bleepingcomputer.com/news/security/cryptomix-variant-named-cryptoshield-1-0-
ransomware-distributed-by-exploit-kits/

Merry Christmas

ItOs directed to English and ltalian speaking users, therefore is able to infect worldwide. Most
attacks are on organizations and servers. It is spread using email spam, fake updates, attachments
and so on. It encrypts all your files, including: music, MS Office, Open Office, pictures, videos,
shared online files etc.. They pose as a Consumer complaint notification thatOs coming from Federal
Trade Commission from USA, with an attached file called Ocomplaint.pdfO. Written in Delphi by
hacker MicrRP.

Merry Christmas is also known as:

¥ Merry X-Mas

¥ MRCR

Table 163. Table References
Links
https://id-ransomware.blogspot.co.il/2016/12/mrcrl-ransomware.html

https://lwww.bleepingcomputer.com/news/security/-merry-christmas-ransomware-now-steals-user-
private-data-via-diamondfox-malware/

http://www.zdnet.com/article/not-such-a-merry-christmas-the-ransomware-that-also-steals-user-
data/

https://www.bleepingcomputer.com/news/security/merry-christmas-ransomware-and-its-dev-
comodosecurity-not-bringing-holiday-cheer/

https://decrypter.emsisoft.com/mrcr

Seoirse Ransomware

ItOs directed to English speaking users, therefore is able to infect worldwide. It is spread using email
spam, fake updates, attachments and so on. It encrypts all your files, including: music, MS Office,
Open Office, pictures, videos, shared online files etc.. Seoirse is how in Ireland people say the name
George. Ransom is 0.5 Bitcoins.

Table 164. Table References

Links
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KillDisk Ransomware

ItOs directed to English speaking users, therefore is able to infect worldwide. It is spread using email
spam, fake updates, attachments and so on. It encrypts all your files, including: music, MS Office,
Open Office, pictures, videos, shared online files etc.. Every file is encrypted with a personal AES-

key, and then AES-key encrypts with a RSA-1028 key. Hacking by TeleBots (Sandworm). Goes under

a fake name: Update center or Microsoft Update center.

Table 165. Table References

Links

https://id-ransomware.blogspot.co.il/2016/12/killdisk-ransomware.html

https://lwww.bleepingcomputer.com/news/security/killdisk-ransomware-now-targets-linux-
prevents-boot-up-has-faulty-encryption/

https://lwww.bleepingcomputer.com/news/security/killdisk-disk-wiping-malware-adds-
ransomware-component/

http://www.zdnet.com/article/247000-killdisk-ransomware-demands-a-fortune-forgets-to-unlock-
files/

http://www.securityweek.com/destructive-killdisk-malware-turns-ransomware

http://www.welivesecurity.com/2017/01/05/killdisk-now-targeting-linux-demands-250k-ransom-
cant-decrypt/

https://cyberx-labs.com/en/blog/new-killdisk-malware-brings-ransomware-into-industrial-domain/

DeriaLock Ransomware

ItOs directed to English speaking users, therefore is able to infect worldwide. It is spread using email
spam, fake updates, attachments and so on. It encrypts all your files, including: music, MS Office,
Open Office, pictures, videos, shared online files etc.. Maker is arizonacode and ransom amount is
20-30%. If the victim decides to pay the ransom, he will have to copy HWID and then speak to the
hacker on Skype and forward him the payment.

Table 166. Table References
Links
https://id-ransomware.blogspot.co.il/2016/12/derialock-ransomware.html

https://lwww.bleepingcomputer.com/news/security/new-derialock-ransomware-active-on-
christmas-includes-an-unlock-all-command/

BadEncript Ransomware

1tOs directed to English speaking users, therefore is able to infect worldwide. It is spread using email
spam, fake updates, attachments and so on. It encrypts all your files, including: music, MS Office,
Open Office, pictures, videos, shared online files etc..
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Table 167. Table References
Links
https://id-ransomware.blogspot.co.il/2016/12/badencript-ransomware.html

https://twitter.com/demonslay335/status/813064189719805952

AdamLocker Ransomware

ItOs directed to English speaking users, therefore is able to infect worldwide. It is spread using email
spam, fake updates, attachments and so on. It encrypts all your files, including: music, MS Office,
Open Office, pictures, videos, shared online files etc.. The name of the creator is puff69.

Table 168. Table References

Links

https://id-ransomware.blogspot.co.il/2016/12/adamlocker-ransomware.html

Alphabet Ransomware

1tOs directed to English speaking users, therefore is able to infect worldwide. It is spread using email
spam, fake updates, attachments and so on. It encrypts all your files, including: music, MS Office,
Open Office, pictures, videos, shared online files etc.. This ransomware poses as Windows 10
Critical Update Service. Offers you to update your Windows 10, but instead encrypts your files. For
successful attack, the victim must haveE.NET Framework 4.5.2 installed on him computer.

Table 169. Table References

Links

https://id-ransomware.blogspot.co.il/2016/12/alphabet-ransomware.html

https://twitter.com/PolarToffee/status/812331918633172992

KoKoKrypt Ransomware

ItOs directed to English speaking users, therefore is able to infect worldwide. It is spread by its
creator in forums. It encrypts all your files, including: music, MS Office, Open Office, pictures,

videos, shared online files and documents and more. The ransom is 0.1 bitcoins within 72 hours.

Uses Windows Update as a decoy.ECreator: Talnaci Alexandru

KoKoKrypt Ransomware is also known as:
¥ KokoLocker ERansomware

Table 170. Table References
Links
https://id-ransomware.blogspot.co.il/2016/12/kokokrypt-ransomware.html

http://removevirusadware.com/tips-for-removeing-kokokrypt-ransomware/
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L33TAF Locker Ransomware

1tOs directed to English speaking users, therefore is able to infect worldwide. It is spread using email
spam, fake updates, attachments and so on. It encrypts all your files, including: music, MS Office,
Open Office, pictures, videos, shared online files etc.. Ransom is 0.5 bitcoins. The name of the
creator is staffttt, he also created Fake CryptoLocker

Table 171. Table References

Links

https://id-ransomware.blogspot.co.il/2016/12/I33taf-locker-ransomware.html

PClock4 Ransomware

ItOs directed to English speaking users, therefore is able to infect worldwide. It is spread using email
spam (for example: Oyou have a criminal case against youO), fake updates, attachments and so on. It
encrypts all your files, including: music, MS Office, Open Office, pictures, videos, shared online files
etc..

PClock4 Ransomware is also known as:
¥ PClock SysGop Ransomware

Table 172. Table References

Links

https://id-ransomware.blogspot.co.il/2016/12/pclock4-sysgop-ransomware.html

Guster Ransomware

1tOs directed to English speaking users, therefore is able to infect worldwide. It is spread using email
spam, fake updates, attachments and so on. It encrypts all your files, including: music, MS Office,
Open Office, pictures, videos, shared online files etc.. This ransomware uses VBS-script to send a
voice message as the first few lines of the note.

Table 173. Table References

Links
https://id-ransomware.blogspot.co.il/2016/12/guster-ransomware.html

https://twitter.com/BleepinComputer/status/812131324979007492

Roga

ItOs directed to English speaking users, therefore is able to infect worldwide. It is spread using email
spam, fake updates, attachments and so on. It encrypts all your files, including: music, MS Office,
Open Office, pictures, videos, shared online files etc.. The hacker requests the ransom in Play Store
cards. https://3.bp.blogspot.com/-ClUef8T55f4/WGKb8U4Geal/AAAAAAAACzg/
UFDOX2sORHYTVRNBSo0qd5q7TBrObIQHmMgCLcB/s1600/site.png
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Table 174. Table References

Links

https://id-ransomware.blogspot.co.il/l2016/12/roga-ransomware.html

CryptoLocker3 Ransomware

ItOs directed to English speaking users, therefore is able to infect worldwide. It is spread using email
spam, fake updates, attachments and so on. It encrypts all your files, including: music, MS Office,
Open Office, pictures, videos, shared online files etc.. Creator is staffttt and the ransom is 0.5
botcoins.

CryptoLocker3 Ransomware is also known as:
¥ FakeECryptoLocker

Table 175. Table References

Links

https://id-ransomware.blogspot.co.il/2016/12/cryptolocker3-ransomware.htmi

ProposalCrypt Ransomware

ItOs directed to English speaking users, therefore is able to infect worldwide. It is spread using email
spam, fake updates, attachments and so on. It encrypts all your files, including: music, MS Office,
Open Office, pictures, videos, shared online files etc.. The ransom is 1.0 bitcoins.

Table 176. Table References

Links
https://id-ransomware.blogspot.co.il/2016/12/proposalcrypt-ransomware.html
http://www.archersecuritygroup.com/what-is-ransomware/
https:/twitter.com/demonslay335/status/812002960083394560
https:/twitter.com/malwrhunterteam/status/811613888705859586

Manifestus RansomwareE

1tOs directed to English speaking users, therefore is able to infect worldwide. It is spread using email
spam, fake updates, attachments and so on. It encrypts all your files, including: music, MS Office,
Open Office, pictures, videos, shared online files etc.. The hacker demands 0.2 bitcoins. The
ransomware poses as a Window update.

Table 177. Table References

Links
https://id-ransomware.blogspot.co.il/2016/12/manifestus-ransomware.html

https://lwww.bleepingcomputer.com/news/security/the-week-in-ransomware-december-23rd-2016-
cryptxxx-koolova-cerber-and-more/
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https://twitter.com/struppigel/status/811587154983981056

EnkripsiPC Ransomware

ItOs directed to English speaking users, therefore is able to infect worldwide. It is spread using email
spam, fake updates, attachments and so on. It encrypts all your files, including: music, MS Office,
Open Office, pictures, videos, shared online files etc.. The name of the hacker is humanpuff69 and
he requests 0.5 bitcoins. The encryption password is based on the computer name

EnkripsiPC Ransomware is also known as:

¥ IDRANSOMv3

¥ Manifestus

Table 178. Table References

Links
https://id-ransomware.blogspot.co.il/2016/12/enkripsipc-ransomware.html
https://twitter.com/demonslay335/status/811343914712100872
https://twitter.com/BleepinComputer/status/811264254481494016
https://twitter.com/struppigel/status/811587154983981056

BrainCrypt Ransomware

ItOs directed to English speaking users, therefore is able to infect worldwide. It is spread using email
spam, fake updates, attachments and so on. It encrypts all your files, including: music, MS Office,
Open Office, pictures, videos, shared online files etc.. So far the victims are from Belarus and

Germany.
Table 179. Table References

Links

https://id-ransomware.blogspot.co.il/2016/12/braincrypt-ransomware.html

MSN CryptoLocker Ransomware

1tOs directed to English speaking users, therefore is able to infect worldwide. It is spread using email
spam, fake updates, attachments and so on. It encrypts all your files, including: music, MS Office,
Open Office, pictures, videos, shared online files etc.. Ransom is 0.2 bitcoins.

Table 180. Table References

Links
https://id-ransomware.blogspot.co.il/2016/12/msn-cryptolocker-ransomware.html

https://twitter.com/struppigel/status/810766686005719040
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CryptoBlock RansomwareE

1tOs directed to English speaking users, therefore is able to infect worldwide. It is spread using email
spam, fake updates, attachments and so on. It encrypts all your files, including: music, MS Office,
Open Office, pictures, videos, shared online files etc.. The ransom is in the amount is 0.3 bitcoins.
The ransomware is disguises themselves as Adobe Systems, Incorporated. RaaS

Table 181. Table References

Links
https://id-ransomware.blogspot.co.il/2016/12/cryptoblock-ransomware.html

https://twitter.com/drProctOr/status/810500976415281154

AES-NI RansomwareE

ItOs directed to English speaking users, therefore is able to infect worldwide. It is spread using email
spam, fake updates, attachments and so on. It encrypts all your files, including: music, MS Office,
Open Office, pictures, videos, shared online files etc..

Table 182. Table References

Links

https://id-ransomware.blogspot.co.il/2016/12/aes-ni-ransomware.html

Koolova Ransomware

1tOs directed to English speaking users, therefore is able to infect worldwide. It is spread using email
spam, fake updates, attachments and so on. It encrypts all your files, including: music, MS Office,
Open Office, pictures, videos, shared online files etc.. The hacker of this ransomware tends to make
lots of spelling errors in his requests. With Italian text that only targets the Test folder on the userOs
desktop

Table 183. Table References

Links
https://id-ransomware.blogspot.co.il/2016/12/koolova-ransomware.html

https://www.bleepingcomputer.com/news/security/koolova-ransomware-decrypts-for-free-if-you-
read-two-articles-about-ransomware/

Fake Globe Ransomware

1tOs directed to English speaking users, therefore is able to infect worldwide. It is spread using email
spam, fake updates, attachments and so on. It encrypts all your files, including: music, MS Office,
Open Office, pictures, videos, shared online files etcE The ransom is 1bitcoin.

Fake Globe Ransomware is also known as:

¥ Globe Imposter
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Table 184. Table References
Links
https://id-ransomware.blogspot.co.il/2016/12/fake-globe-ransomware.html

https://lwww.bleepingcomputer.com/news/security/the-week-in-ransomware-december-30th-2016-
infected-tvs-and-open-source-ransomware-sucks/

https://twitter.com/fwosar/status/812421183245287424
https://decrypter.emsisoft.com/globeimposter

https://twitter.com/malwrhunterteam/status/809795402421641216

V8Locker Ransomware

ItOs directed to English speaking users, therefore is able to infect worldwide. It is spread using email
spam, fake updates, attachments and so on. It encrypts all your files, including: music, MS Office,
Open Office, pictures, videos, shared online files etcE

Table 185. Table References

Links

https://id-ransomware.blogspot.co.il/l2016/12/v8locker-ransomware.html

Cryptorium (Fake Ransomware)

1tOs directed to English speaking users, therefore is able to infect worldwide. It is spread using email
spam, fake updates, attachments and so on. It SUPPOSEDLY encrypts all your files, including: music,
MS Office, Open Office, pictures, videos, shared online files etc., however your files are not really
encrypted, only the names are changed.

Table 186. Table References

Links

https://id-ransomware.blogspot.co.il/2016/12/cryptorium-ransomware.html

Antihacker2017 Ransomware

ItOs directed to Russian speaking users, there fore is able to infect mosty the old USSR countries. It is
spread using email spam, fake updates, attachments and so on. It encrypts all your files, including:
music, MS Office, Open Office, pictures, videos, shared online files etc E The hacker goes by the
nickname Antihacker and requests the victim to send him an email for the decryption. He does not
request any money only a warning about looking at porn (gay, incest and rape porn to be specific).

Table 187. Table References

Links

https://id-ransomware.blogspot.co.il/2016/12/antihacker2017-ransomware.html
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CIA Special Agent 767 Ransomware (FAKE!!)

ItOs directed to English speaking users, therefore is able to infect users all over the world. It is
spread using email spam, fake updates, attachments and so on. It SUPPOSEDLY encrypts all your
files, including: music, MS Office, Open Office, pictures, videos, shared online files etcE Your files

are not really encrypted and nothing actually happens, however the hacker does ask the victim to

pay a sum of 100$, after 5 days the sum goes up to 250$ and thereafter to 500%. After the payment is
received, the victim gets the following message informing him that he has been fooled and he
simply needed to delete the note. https://4.bp.blogspot.com/-T8iSbbGOz84/WFGZEbuRfClI/
AAAAAAAACMO/SO8SIwx2UIM3FPZcZI7TW760SDCsng2vigCPcB/s1600/code?2.jpg

Table 188. Table References

Links

https://id-ransomware.blogspot.co.il/l2016/12/cia-special-agent-767-ransomware.html
https://lwww.bleepingcomputer.com/virus-removal/remove-cia-special-agent-767-screen-locker

https://lwww.bleepingcomputer.com/news/security/the-week-in-ransomware-december-16th-2016-
samas-no-more-ransom-screen-lockers-and-more/

https://guides.yoosecurity.com/cia-special-agent-767-virus-locks-your-pc-screen-how-to-unlock/

LoveServer RansomwareE

ItOs directed to English speaking users, therefore is able to infect worldwide. It is spread using email
spam, fake updates, attachments and so on. It encrypts all your files, including: music, MS Office,
Open Office, pictures, videos, shared online files etcE This hacker request your IP address in return

for the decryption.

Table 189. Table References

Links

https://id-ransomware.blogspot.co.il/2016/12/loveserver-ransomware.html

Kraken Ransomware

ItOs directed to English speaking users, therefore is able to infect worldwide. It is spread using email
spam, fake updates, attachments and so on. It encrypts all your files, including: music, MS Office,
Open Office, pictures, videos, shared online files etcE The hacker requests 2 bitcoins in return for

the files.

Table 190. Table References

Links

https://id-ransomware.blogspot.co.il/2016/12/kraken-ransomware.html

Antix Ransomware

ItOs directed to English speaking users, therefore is able to infect worldwide. It is spread using email

60


https://4.bp.blogspot.com/-T8iSbbGOz84/WFGZEbuRfCI/AAAAAAAACm0/SO8Srwx2UIM3FPZcZl7W76oSDCsnq2vfgCPcB/s1600/code2.jpg
https://4.bp.blogspot.com/-T8iSbbGOz84/WFGZEbuRfCI/AAAAAAAACm0/SO8Srwx2UIM3FPZcZl7W76oSDCsnq2vfgCPcB/s1600/code2.jpg
https://id-ransomware.blogspot.co.il/2016/12/cia-special-agent-767-ransomware.html
https://www.bleepingcomputer.com/virus-removal/remove-cia-special-agent-767-screen-locker
https://www.bleepingcomputer.com/news/security/the-week-in-ransomware-december-16th-2016-samas-no-more-ransom-screen-lockers-and-more/
https://www.bleepingcomputer.com/news/security/the-week-in-ransomware-december-16th-2016-samas-no-more-ransom-screen-lockers-and-more/
https://guides.yoosecurity.com/cia-special-agent-767-virus-locks-your-pc-screen-how-to-unlock/
https://id-ransomware.blogspot.co.il/2016/12/loveserver-ransomware.html
https://id-ransomware.blogspot.co.il/2016/12/kraken-ransomware.html

spam, fake updates, attachments and so on. It encrypts all your files, including: music, MS Office,
Open Office, pictures, videos, shared online files etcE The ransom is 0.25 bitcoins and the nickname
of the hacker is FRC 2016.

Table 191. Table References

Links

https://id-ransomware.blogspot.co.il/2016/12/antix-ransomware.html

PayDay RansomwareE

ItOs directed to English speaking users, therefore is able to infect worldwide. It is spread using email
spam, fake updates, attachments and so on. It encrypts all your files, including: music, MS Office,
Open Office, pictures, videos, shared online files etcE The ransom is R$950 which is due in 5 days.
(R$ is a Brazilian currency) Based off of Hidden-Tear

Table 192. Table References

Links
https://id-ransomware.blogspot.co.il/2016/12/payday-ransomware.html

https://twitter.com/BleepinComputer/status/808316635094380544

Slimhem Ransomware

1tOs directed to English speaking users, therefore is able to infect worldwide. It is NOT spread using
email spam, fake updates, attachments and so on. It simply places a decrypt file on your computer.
Table 193. Table References

Links

https://id-ransomware.blogspot.co.il/2016/12/slimhem-ransomware.html

ItOs directed to English speaking users, therefore is able to infect worldwide. It is spread using email
spam, fake updates, attachments and so on. It encrypts all your files, including: music, MS Office,
Open Office, pictures, videos, shared online files etcE FILES DONOT REALLY GET DELETED NOR DO

Table 194. Table References

Links

https://id-ransomware.blogspot.co.il/2016/12/m4n1f3sto-ransomware.html

Dale Ransomware

1tOs directed to English speaking users, therefore is able to infect worldwide. It is spread using email
spam, fake updates, attachments and so on. It encrypts all your files, including: music, MS Office,
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Open Office, pictures, videos, shared online files etcE CHIPE> DALE
Dale Ransomware is also known as:

¥ DaleLocker Ransomware

UltraLocker Ransomware

ItOs directed to English speaking users, therefore is able to infect worldwide. It is spread using email
spam, fake updates, attachments and so on. It encrypts all your files, including: music, MS Office,
Open Office, pictures, videos, shared online files etcE Based on the idiotic open-source ransomware
called CryptoWire

Table 195. Table References

Links

https://id-ransomware.blogspot.co.il/2016/12/ultralocker-ransomware.html

https://twitter.com/struppigel/status/807161652663742465

AES_KEY_ GEN_ASSIST Ransomware

ItOs directed to English speaking users, therefore is able to infect worldwide. It is spread using email
spam, fake updates, attachments and so on. It encrypts all your files, including: music, MS Office,
Open Office, pictures, videos, shared online files etcE

Table 196. Table References

Links

https://id-ransomware.blogspot.co.il/2016/12/aeskeygenassist-ransomware.html
https://id-ransomware.blogspot.co.il/2016/09/dxxd-ransomware.html

https://lwww.bleepingcomputer.com/forums/t/634258/aes-key-gen-assistprotonmailcom-help-
support/

Code Virus RansomwareE

ItOs directed to English speaking users, therefore is able to infect worldwide. It is spread using email
spam, fake updates, attachments and so on. It encrypts all your files, including: music, MS Office,
Open Office, pictures, videos, shared online files etc..

Table 197. Table References

Links

https://id-ransomware.blogspot.co.il/2016/12/code-virus-ransomware.html

FLKR Ransomware

1tOs directed to English speaking users, therefore is able to infect worldwide. It is spread using email
spam, fake updates, attachments and so on. It encrypts all your files, including: music, MS Office,
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Open Office, pictures, videos, shared online files etc..

Table 198. Table References

Links

https://id-ransomware.blogspot.co.il/2016/12/flkr-ransomware.html

PopCorn Time Ransomware

ItOs directed to English speaking users, therefore is able to infect worldwide. It is spread using email
spam, fake updates, attachments and so on. It encrypts all your files, including: music, MS Office,
Open Office, pictures, videos, shared online files etc.. These hackers claim to be students from Syria.
This ransomware poses as the popular torrent movie screener called PopCorn. These criminals give
you the chance to retrieve your files Ofor freeO by spreading this virus to others. Like shown in the
note bellow: https://www.bleepstatic.com/images/news/ransomware/p/Popcorn-time/refer-a-
friend.png

Table 199. Table References
Links

https://id-ransomware.blogspot.co.il/2016/12/popcorntime-ransomware.htmi

https://www.bleepingcomputer.com/news/security/new-scheme-spread-popcorn-time-
ransomware-get-chance-of-free-decryption-key/

HackedLocker Ransomware

ItOs directed to English speaking users, therefore is able to infect worldwide. It is spread using email
spam, fake updates, attachments and so on. It encrypts all your files, including: music, MS Office,
Open Office, pictures, videos, shared online files etcE NO POINT OF PAYING THE RANSOMNTHE
HACKER DOES NOT GIVE A DECRYPT AFTERWARDS.

Table 200. Table References

Links

https://id-ransomware.blogspot.co.il/2016/12/hackedlocker-ransomware.html

GoldenEye Ransomware

1tOs directed to English speaking users, therefore is able to infect worldwide. It is spread using email
spam, fake updates, attachments and so on. It encrypts all your files, including: music, MS Office,
Open Office, pictures, videos, shared online files etcE

Table 201. Table References
Links

https://id-ransomware.blogspot.co.il/2016/12/goldeneye-ransomware.html

https://lwww.bleepingcomputer.com/news/security/petya-ransomware-returns-with-goldeneye-
version-continuing-james-bond-theme/
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https://www.bleepingcomputer.com/forums/t/634778/golden-eye-virus/

Sage Ransomware

ItOs directed to English speaking users, therefore is able to infect worldwide. It is spread using email
spam, fake updates, attachments and so on. It encrypts all your files, including: music, MS Office,
Open Office, pictures, videos, shared online files etcE

Table 202. Table References

Links
https://id-ransomware.blogspot.co.il/2016/12/sage-ransomware.html
https://www.bleepingcomputer.com/forums/t/634978/sage-file-sample-extension-sage/

https://lwww.bleepingcomputer.com/forums/t/634747/sage-20-ransomware-sage-support-help-topic/

SQ_Ransomware

1tOs directed to English speaking users, therefore is able to infect worldwide. It is spread using email
spam, fake updates, attachments and so on. It encrypts all your files, including: music, MS Office,
Open Office, pictures, videos, shared online files etcE This hacker requests 4 bitcoins for ransom.

SQ_ Ransomware is also known as:
¥ VO_ Ransomware

Table 203. Table References

Links

https://id-ransomware.blogspot.co.il/2016/12/sg-vo-ransomware.html

Matrix

ItOs directed to English speaking users, therefore is able to infect worldwide. It is spread using email
spam, fake updates, attachments and so on. It encrypts all your files, including: music, MS Office,
Open Office, pictures, videos, shared online files etcE

Matrix is also known as:
¥ Malta Ransomware

Table 204. Table References

Links

https://www.bleepingcomputer.com/news/security/the-week-in-ransomware-december-2nd-2016-
screenlockers-kangaroo-the-sfmta-and-more/

https://id-ransomware.blogspot.co.il/2016/12/matrix-ransomware.html

https://twitter.com/rommeljoven17/status/804251901529231360
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Satan666 Ransomware

1tOs directed to English speaking users, therefore is able to infect worldwide. It is spread using email
spam, fake updates, attachments and so on. It encrypts all your files, including: music, MS Office,
Open Office, pictures, videos, shared online files etc..

Table 205. Table References

Links

https://id-ransomware.blogspot.co.il/2016/11/satan666-ransomware.html

RIP (Phoenix) Ransomware

ItOs directed to English speaking users, therefore is able to infect worldwide. It is spread using email
spam, fake updates, attachments and so on. It encrypts all your files, including: music, MS Office,
Open Office, pictures, videos, shared online files etc.. Based on HiddenTear

Table 206. Table References

Links

https://id-ransomware.blogspot.co.il/2016/11/rip-ransomware.html

https://twitter.com/BleepinComputer/status/804810315456200704

Locked-In RansomwareEor NoValid Ransomware

ItOs directed to English speaking users, therefore is able to infect worldwide. It is spread using email
spam, fake updates, attachments and so on. It encrypts all your files, including: music, MS Office,
Open Office, pictures, videos, shared online files etc.. Based on RemindMe

Table 207. Table References
Links

https://id-ransomware.blogspot.co.il/2016/11/novalid-ransomware.html

https://lwww.bleepingcomputer.com/forums/t/634754/locked-in-ransomware-help-support-restore-
corupted-fileshtml/

https://twitter.com/struppigel/status/807169774098796544

Chartwig Ransomware

ItOs directed to English speaking users, therefore is able to infect worldwide. It is spread using email
spam, fake updates, attachments and so on. It encrypts all your files, including: music, MS Office,
Open Office, pictures, videos, shared online files etc..

Table 208. Table References

Links

https://id-ransomware.blogspot.co.il/2016/11/chartwig-ransomware.html
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RenLocker Ransomware (FAKE)

It is spread using email spam, fake updates, attachments and so on. It encrypts all your files,
including: music, MS Office, Open Office, pictures, videos, shared online files etc.. The files donOt
actually get encrypted, their names get changed using this formula: [number] [.crypter]

Table 209. Table References

Links
https://id-ransomware.blogspot.co.il/2016/11/renlocker-ransomware.html

Thanksgiving Ransomware

ItOs directed to English speaking users, therefore is able to infect worldwide. It is spread using email
spam, fake updates, attachments and so on. It encrypts all your files, including: music, MS Office,
Open Office, pictures, videos, shared online files etc..

Table 210. Table References

Links
https://id-ransomware.blogspot.co.il/2016/11/thanksgiving-ransomware.html

https://id-ransomware.blogspot.co.il/2016/07/stampado-ransomware-1.html

https://twitter.com/BleepinComputer/status/801486420368093184

CockBlocker Ransomware

1tOs directed to English speaking users, therefore is able to infect worldwide. It is spread using email
spam, fake updates, attachments and so on. It encrypts all your files, including: music, MS Office,
Open Office, pictures, videos, shared online files etc..

Table 211. Table References

Links
https://id-ransomware.blogspot.co.il/l2016/11/cockblocker-ransomware.html

https:/twitter.com/jiriatvirlab/status/801910919739674624

Lomix Ransomware

ItOs directed to English speaking users, therefore is able to infect worldwide. It is spread using email
spam, fake updates, attachments and so on. It encrypts all your files, including: music, MS Office,
Open Office, pictures, videos, shared online files etc.. Based on the idiotic open-source ransomware

called CryptoWire

Table 212. Table References

Links

https://id-ransomware.blogspot.co.il/2016/11/lomix-ransomware.html
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OzozalLocker Ransomware

ItOs directed to English speaking users, therefore is able to infect worldwide. It is spread using email
spam, fake updates, attachments and so on. It encrypts all your files, including: music, MS Office,

Open Office, pictures, videos, shared online files etc.. https://3.bp.blogspot.com/--jubfYRaRmw/

WDaOyZXkAal/AAAAAAAACQE/E63a4FnaOfACZ07s1xUiv_haxy8cp5YCACLcB/s1600/0zoza2.png

Table 213. Table References

Links
https://id-ransomware.blogspot.co.il/2016/11/0zozalocker-ransomware.html
https://decrypter.emsisoft.com/ozozalocker

https://twitter.com/malwrhunterteam/status/801503401867673603

Crypute Ransomware

ItOs directed to English speaking users, therefore is able to infect worldwide. It is spread using email
spam, fake updates, attachments and so on. It encrypts all your files, including: music, MS Office,
Open Office, pictures, videos, shared online files etc..

Crypute Ransomware is also known as:
¥ mOon Ransomware

Table 214. Table References

Links
https://id-ransomware.blogspot.co.il/2016/11/crypute-ransomware-mOon.html

https://lwww.bleepingcomputer.com/virus-removal/threat/ransomware/

NMoreira Ransomware

1tOs directed to English speaking users, therefore is able to infect worldwide. It is spread using email
spam, fake updates, attachments and so on. It encrypts all your files, including: music, MS Office,
Open Office, pictures, videos, shared online files etc..

NMoreira Ransomware is also known as:
¥ Fake MaktubERansomware

Table 215. Table References
Links
https://id-ransomware.blogspot.co.il/2016/11/nmoreira-ransomware.html

https://id-ransomware.blogspot.co.il/2016/10/airacrop-ransomware.html
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VindowsLocker Ransomware

1tOs directed to English speaking users, therefore is able to infect worldwide. It is spread using email
spam, fake updates, attachments and so on. It encrypts all your files, including: music, MS Office,
Open Office, pictures, videos, shared online files etc.. The ransom amount is 349.99$ and the hacker

seems to be from India. He disguises himself as Microsoft Support.

Table 216. Table References

Links

https://id-ransomware.blogspot.co.il/2016/11/vindowslocker-ransomware.html
https://malwarebytes.app.box.com/s/gdul8hrl17mwaqszj3hjw5m3sw84k8hiph
https://rol.im/VindowsUnlocker.zip
https:/twitter.com/JakubKroustek/status/800729944112427008

https://lwww.bleepingcomputer.com/news/security/vindowslocker-ransomware-mimics-tech-
support-scam-not-the-other-way-around/

Donald Trump 2 Ransomware

ItOs directed to English speaking users, therefore is able to infect worldwide. It is spread using email
spam, fake updates, attachments and so on. It encrypts all your files, including: music, MS Office,
Open Office, pictures, videos, shared online files etc.. Here is the original ransomware under this
name: http://id-ransomware.blogspot.co.il/2016/09/donald-trump-ransomware.html

Table 217. Table References

Links
http://id-ransomware.blogspot.co.il/2016/09/donald-trump-ransomware.html

https://lwww.bleepingcomputer.com/news/security/the-donald-trump-ransomware-tries-to-build-
walls-around-your-files/

NaginiERansomware

ItOs directed to English speaking users, therefore is able to infect worldwide. It is spread using email
spam, fake updates, attachments and so on. It encrypts all your files, including: music, MS Office,
Open Office, pictures, videos, shared online files etc.. Looks for C:\Temp\voldemort.horcrux

NaginiERansomware is also known as:
¥ Voldemort Ransomware

Table 218. Table References

Links

http://id-ransomware.blogspot.co.il/2016/09/nagini-voldemort-ransomware.html

https://lwww.bleepingcomputer.com/news/security/the-nagini-ransomware-sics-voldemort-on-
your-files/

68


https://id-ransomware.blogspot.co.il/2016/11/vindowslocker-ransomware.html
https://malwarebytes.app.box.com/s/gdu18hr17mwqszj3hjw5m3sw84k8hlph
https://rol.im/VindowsUnlocker.zip
https://twitter.com/JakubKroustek/status/800729944112427008
https://www.bleepingcomputer.com/news/security/vindowslocker-ransomware-mimics-tech-support-scam-not-the-other-way-around/
https://www.bleepingcomputer.com/news/security/vindowslocker-ransomware-mimics-tech-support-scam-not-the-other-way-around/
http://id-ransomware.blogspot.co.il/2016/09/donald-trump-ransomware.html
http://id-ransomware.blogspot.co.il/2016/09/donald-trump-ransomware.html
https://www.bleepingcomputer.com/news/security/the-donald-trump-ransomware-tries-to-build-walls-around-your-files/
https://www.bleepingcomputer.com/news/security/the-donald-trump-ransomware-tries-to-build-walls-around-your-files/
http://id-ransomware.blogspot.co.il/2016/09/nagini-voldemort-ransomware.html
https://www.bleepingcomputer.com/news/security/the-nagini-ransomware-sics-voldemort-on-your-files/
https://www.bleepingcomputer.com/news/security/the-nagini-ransomware-sics-voldemort-on-your-files/

ShellLocker Ransomware

1tOs directed to English speaking users, therefore is able to infect worldwide. It is spread using email
spam, fake updates, attachments and so on. It encrypts all your files, including: music, MS Office,
Open Office, pictures, videos, shared online files etc..

Table 219. Table References

Links

https://id-ransomware.blogspot.co.il/2016/11/shelllocker-ransomware.html

https:/itwitter.com/JakubKroustek/status/799388289337671680

Chip Ransomware

1tOs directed to English speaking users, therefore is able to infect worldwide. It is spread using email
spam, fake updates, attachments and so on. It encrypts all your files, including: music, MS Office,
Open Office, pictures, videos, shared online files etc..

Chip Ransomware is also known as:
¥ ChipLocker Ransomware

Table 220. Table References

Links
https://id-ransomware.blogspot.co.il/2016/11/chip-ransomware.html
http://malware-traffic-analysis.net/2016/11/17/index.html

https://lwww.bleepingcomputer.com/news/security/rig-e-exploit-kit-now-distributing-new-chip-
ransomware/

Dharma Ransomware

ItOs directed to English speaking users, therefore is able to infect worldwide. It is spread using email
spam, fake updates, attachments and so on. It encrypts all your files, including: music, MS Office,

Open Office, pictures, videos, shared online files etc.. CrySiS E> Dharma Note: ATTENTION! At the

moment, your system is not protected. We can fix it and restore files. To restore the system write to
this address: bitcoin143@india.com . CrySiS variant

Table 221. Table References
Links
https://id-ransomware.blogspot.co.il/2016/11/dharma-ransomware.html

https://www.bleepingcomputer.com/news/security/kaspersky-releases-decryptor-for-the-dharma-
ransomware/
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Angela Merkel Ransomware

1tOs directed to English speaking users, therefore is able to infect worldwide. It is spread using email
spam, fake updates, attachments and so on. It encrypts all your files, including: music, MS Office,
Open Office, pictures, videos, shared online files etc..

Table 222. Table References

Links

https://id-ransomware.blogspot.co.il/2016/11/angela-merkel-ransomware.html

https:/twitter.com/malwrhunterteam/status/798268218364358656

CryptoLuck Ransomware

This is most likely to affect English speaking users, since the note is written in English. English is
understood worldwide, thus anyone can be harmed. The hacker spread the virus using email spam,
fake updates, and harmful attachments. All your files are compromised including music, MS Office,

Open Office, pictures, videos, shared online files etc..

CryptoLuck Ransomware is also known as:
¥ YafunnLocker

Table 223. Table References
Links
https://id-ransomware.blogspot.co.il/2016/11/cryptoluck-ransomware.html

http://www.bleepingcomputer.com/news/security/cryptoluck-ransomware-being-malvertised-via-
rig-e-exploit-kits/

https:/itwitter.com/malwareforme/status/798258032115322880

Crypton Ransomware

This is most likely to affect English speaking users, since the note is written in English. English is
understood worldwide, thus anyone can be harmed. The hacker spread the virus using email spam,

fake updates, and harmful attachments. All your files are compromised including music, MS Office,

Open Office, pictures, videos, shared online files etc..

Crypton Ransomware is also known as:

¥ Nemesis

¥ X3M

Table 224. Table References

Links
https://id-ransomware.blogspot.co.il/2016/11/crypton-ransomware.html

https://decrypter.emsisoft.com/crypton
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